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Abstract—In this paper, we consider the European Rail Traffic
Management System (ERTMS) as a System-of-Systems (SoS) and
propose modeling it using Unified Modeling Language statecharts.
We define the performance evaluation of the SoS in terms of
dependability parameters and average time spent in each state
(working state, degraded state, and failed state). The originality
of this work lies in the approach that considers ERTMS Level 2
as an SoS and seeks to evaluate its dependability parameters by
considering the unavailability of the whole SoS as an emergent
property. In addition, human factors, network failures, Common-
Cause Failures (CCFs), and imprecise failure and repair rates are
taken into account in the proposed model.
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I. INTRODUCTION

R ECENT years have seen a growing interest in complex
systems whose constituents are also complex. Model-

ing and evaluating the performance, the robustness, and the
dependability of these complex systems in which indepen-
dent and heterogeneous constituents cooperate to achieve a
common goal are essential tasks in many applications. The
concept of a System-of-Systems (SoS) has been proposed in
the context of these complex systems. It is a concept offering
a high-level viewpoint encompassing the interactions between
the cooperating independent systems [1]. Jamshidi [1] and
Nanayakkara et al. [2] introduced a number of fundamental SoS
topics, including definition, modeling, emergent properties,
applications, and evaluation. The SoS concept has now been
applied in many fields, including smart grids [3], transportation
[4], robotics [1], and military [5]. Huynh and Osmundson [5]
considered a maritime domain protection system as an SoS and
used several Systems Modeling Language (SysML) diagrams
to model and simulate the SoS. Eusgeld et al. [6] treated
critical infrastructures as an SoS and proposed two modeling
alternatives for SoSs: an integrated model containing detailed
low-level models of systems, as well as a high-level model, and
a coupled model that aggregates the outputs of the low-level
models as inputs at the higher level.

However, to our knowledge, the European Rail Traffic Man-
agement System (ERTMS) Level 2 railway signaling system,
along with its components (material, human, network, etc.),
has so far not been considered as an SoS, and considering the
unavailability of the whole ERTMS as an emergent property has
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never been discussed before. ERTMS Level 2 can be considered
as an SoS insofar as it is composed of three independent,
complex, and heterogeneous systems: the Onboard system, the
Trackside system, and the radio transmission system. All these
systems are autonomous and geographically distributed. Each
system has its own particular function that can be carried out
independently. Furthermore, ERTMS Level 2 has a number of
emergent properties. For example, when a hazardous situation
occurs and automatic barriers fail to operate, the driver, partly
as a result of tiredness, may act in an unexpected and incorrect
way. These unexpected and incorrect actions may lead to the
failure of the whole ERTMS and thus represent an emergent
property.

Reliability, Availability, Maintainability, and Safety (RAMS)
Allocation deals with the setting of RAMS goals for individual
systems such that a specified RAMS goal is met at the SoS
level. SoS-level allocations are successively decomposed using
dependability models (reliability block diagrams, fault trees,
etc.) until an appropriate set of RAMS measures has been
apportioned to all the systems comprising the SoS. In railway
systems, a common method for managing complexity in RAMS
Allocation is to divide the SoS into systems according to func-
tion. Each system, according to its function, is then designed
and developed separately to meet a specific RAMS goal. For
example, different pieces of trackside and onboard equipment
may be allocated to control the maximum allowed speed, each
having a separate set of RAMS requirements describing its
functional behaviors. However, decomposing RAMS require-
ments is far from straightforward. Quantifiable goals such as
cost or performance may be decomposed by allocating a fixed
limit on each system, but the RAMS requirements of the SoS
cannot be expressed simply as the sum or the product of the
RAMS requirements of its constituent systems. Consider a
railway availability goal: “The operational availability of the
ERTMS/ETCS (European Train Control System), due to all
the causes of failure, shall be not less than 0.99973” [7]. The
concept of “operational availability” at the SoS level does not
have the same meaning for individual systems and is not the
sum or the product of operational availabilities of individual
systems. This property is said to be emergent.

The term emergent was first introduced in 1875 by Lewes,
who in his book [8] gave the term a particular philosophical
meaning. He asserted that a resultant system can be expressed
as the sum or the product of its components’ outputs, whereas
the outputs of the components of an emergent system are
fundamentally different from each other and from the resulting
system behavior. For others, emergence has suggested some-
thing unexpected that suddenly manifests itself [1], e.g., the
shape and behavior of a flock of birds. These authors [1], [9]
see an emergent property as a higher level property that stems
from the interaction of lower level entities and the environment.
It cannot be directly deduced from the properties of lower level
entities. Johnson [9] points out that emergent properties can be
beneficial, for example, when the user of a product discovers
novel functions that were unforeseen by the designer at the level
of the components. Emergent properties may be also harmful
if they reduce the safety requirements. Johnson remarks that
there is disagreement about the nature of emergent properties:

some see unexpected properties exhibited by a complex sys-
tem as emergent properties, whereas others refer to emergent
properties when an application exhibits behaviors that cannot
be identified through functional decomposition. Particularly, in
RAMS assessment [10], we consider that emergence causes two
types of problems. The first occurs when failures at the systems
level produce failures at the SoS level that were previously
unidentified (i.e., some system RAMS goals are missing). The
second problem, examined in this paper, is when failures at the
systems level produce failures at the SoS level that violate a
defined SoS RAMS goal (i.e., the SoS was designed and built
to satisfy the RAMS goal but ultimately did not). In our work,
the SoS RAMS goal that we focus on is availability.

In this paper, we have chosen to consider ERTMS Level 2
as an SoS for several reasons. First, the SoS approach provides
a global view of this signaling system in terms of constituents
and the different relations and interactions among these con-
stituents. Second, the interdependent components are consoli-
dated, so that component interdependencies can be spotted and
effectiveness can be measured at the SoS level. Third, the emer-
gent properties of ERTMS Level 2, including its unavailability,
can be analyzed only at the SoS level.

Several models of the ERTMS railway platforms have been
proposed in the literature. Hermanns et al. [11] used StoCharts
to model the ETCS and evaluate the dependability of the train
radio system. StoCharts are the Quality-of-Service-oriented
extension of Unified Modeling Language (UML) statecharts.
They lack tool support; thus, they are translated into the
Modeling and Description Language for Stochastic and Timed
Systems, which is a formal language used for describing
stochastic timed systems. Vernez and Vuille [12] have proposed
a functional Failure Mode, Effects and Criticality Analysis
approach to optimize the dependability of ERTMS Level 2.
Lalouette et al. [13] have proposed an approach based on
Coloured Petri Nets to evaluate the dependability of the
ERTMS. Beugin and Marais [14] have used RAMS attributes
to evaluate the solutions of satellite-based localization ser-
vices in the ERTMS. Herranz et al. [15] have modeled the
ERTMS/ETCS using UML diagrams and then transformed
their UML models into Uppaal (integrated tool environment
for modeling, validation, and verification of real-time systems)
specifications. The European Railway Agency [16] has funded
a European Railway Formalization and Validation Project that
has proposed the use of rational tools for the formalization and
validation of the ETCS specifications. None of the works cited
has provided a complete model that takes all the constituents
of the ERTMS into account while at the same time considering
unavailability as an emergent property of the SoS. This has been
our motivation in proposing our own model.

In this paper, we propose modeling the behavior of ERTMS
Level 2 using statecharts, which are one kind of UML behavior
diagram. They can be used to specify the behavior of vari-
ous model elements [17], [18]. Furthermore, UML statecharts
introduce new concepts such as the hierarchy of states and
orthogonal regions. They also extend actions that depend on
states and Entry/Do/Exit activities. In fact, statecharts have
been widely used in research into the modeling of railway
systems. Banci et al. [19] used statecharts to give precise
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specifications of a computer-controlled railway interlocking
system. To develop tools and techniques that can automatically
check whether railway equipment conforms to operational re-
quirements, Herranz et al. [15] used statecharts to model the
ERTMS/ETCS specifications. Pap et al. [20] presented methods
and tools for checking general safety criteria in UML state-
charts relating to safety-critical systems. Magott and Skrobanek
[21] introduced fault trees with time dependencies and timed
statecharts for carrying out timing analysis of safety properties
in safety critical systems. It should be noted that these various
works do not address the quantitative evaluation of dependabil-
ity parameters in railway systems.

Human factors and network failures are seldom modeled
quantitatively (which would involve integrating their rates of
occurrence) in the evaluation of the dependability parameters
of railway signaling systems. Since stress significantly affects
human performance, Hudoklin and Rozman [22] proposed a
simple model where the probability of human error is depen-
dent on stress levels. Griffith and Mahadevan [23] discussed
the current status and future directions as regards the inclusion
of fatigue in human reliability analysis methods. Kim et al.
[24] developed a computer-aided system aiming to analyze
human errors in railway systems. Their system supports a
hierarchy of error causes and relationships among these causes.
Vanderhaegen [25], [26] developed a method known as
APRECIH (a French acronym for Preliminary Analysis of
Consequences of Human Unreliability) to analyze the con-
sequences of human unreliability for railway system safety.
Human behavioral degradation is characterized by a be-
havioral model of human unreliability that includes three
behavioral factors: acquisition-related factors, problem-solving-
related factors, and action-related factors. Baysari et al. [27],
[28] proposed human error identification techniques that help to
develop appropriate prevention strategies. Hamilton and Clarke
[29] developed a model of driver information processing. This
model studies the driver’s interaction with the infrastructures
by lineside reminder appliances. Note that human factors in the
aforementioned research studies are all analyzed qualitatively.
Concerning network modeling in reliability studies, Ramirez-
Marquez and Coit [30] developed a Monte Carlo simulation
method for obtaining accurate approximations of multistate
two-terminal reliability. Ramirez-Marquez and Jiang [31] de-
veloped a bounding approach to estimate binary capacitated
two-terminal reliability in the presence of uncertainty. Cook and
Ramirez-Marquez [32] proposed reliability analysis methods of
mobile ad hoc wireless networks whose topological structures
change over time. In our paper, human factors that are consid-
ered as the most important causes of train accidents/incidents
and network failures are analyzed quantitatively.

The remainder of this paper is organized as follows.
Section II covers the basics of SoSs, ERTMS Level 2, and UML
statecharts. Section III presents the emergent property of the
SoS. Section IV introduces human factors, network failures,
and the modeling of ERTMS Level 2 in statecharts. Section V
analyzes Common-Cause Failures (CCFs). Our model, which
takes precise and imprecise failure and repair rates into account,
is simulated and evaluated in Sections VI and VII. Finally, we
present some conclusions and perspectives in Section VIII.

Fig. 1. Hierarchical structure of an SoS.

II. BACKGROUND

A. SoS

As a new research domain, SoSs do not have a universally
accepted definition. Jamshidi [1] and Nanayakkara et al. [2]
consider that SoSs are large-scale integrated systems that are
heterogeneous and independently operable on their own but are
networked together for a common goal. Luzeaux and Ruault
[33] define SoSs as an assemblage of systems that can be
potentially acquired and/or used independently, for which the
designer, the acquirer, and/or the user tries to maximize the
performance of the global value chain, at a given time and for
a set of foreseeable assemblages. The International Council on
Systems Engineering (INCOSE) [34] considers that the term
SoS should be applied to a system-of-interest whose system
elements are themselves systems; typically, these entail large-
scale interdisciplinary problems with multiple, heterogeneous,
and distributed systems. Maier [35] proposes five traits to dis-
tinguish very large and complex but monolithic systems from
SoSs: Operational Independence of the Elements, Managerial
Independence of the Elements, Evolutionary Development,
Emergent Behavior, and Geographic Distribution. Maier’s cri-
teria encompass all the characteristics of our research object.
In ERTMS Level 2, the three constituents are independent, i.e.,
they can operate independently. They are separately acquired
and integrated but maintain a continuing operational existence
independent of ERTMS Level 2. The development and exis-
tence of ERTMS Level 2 is evolutionary, with functions and
purposes being added, removed, and modified with experience.
ERTMS Level 2 has emergent properties, for example, the un-
availability of the whole SoS. Obviously, the three constituents
are geographically distributed. The hierarchical structure shown
in Fig. 1 graphically describes the composition of an SoS. An
SoS consists of multiple systems, each system consisting of
multiple subsystems and each subsystem consisting of multiple
components.

B. ERTMS Level 2

1) Overview of ERTMS/ETCS: ERTMS is a platform sup-
ported by Europe to guarantee the interoperability across
different countries and manufacturers by creating a single
Europe-wide standard for train control and command sys-
tems [36]. It has two components, the first component being
ETCS, which is a standard for train control systems, and
the second component being the Global System for Mobile
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Fig. 2. ERTMS/ETCS Level 1.

Fig. 3. ERTMS/ETCS Level 2.

communications—Railways (GSM-R), which is an interna-
tional wireless communications standard for railway commu-
nication and applications.

ETCS has three levels. ETCS Level 1 and ETCS Level 2 are
widely applied in Europe. ETCS Level 3 is currently under
development. These different levels are distinguished by the
different Trackside and Onboard ETCS equipment and different
technologies of information transmission.

ETCS Level 1 (see Fig. 2) is superimposed on the existing
signaling system. The transmission of information from the
track to the train-borne system is totally dependent on balises
that are installed in the track. The driver controls the train
according to the lineside signals.

In ETCS Level 2 (see Fig. 3), the information is transmitted
by radio. The authority and track description are directly dis-
played in the cab for the driver; thus, lineside signals are no
longer needed. Balises are used as positioning beacons to help
the train determine its position via sensors.

In ETCS Level 3 (see Fig. 4), train integrity checking is done
by the train itself; thus, track circuits are no longer needed.
Balises are used to update position information and transmit
position and integrity data back to the interlocking via GSM-R.

2) ERTMS Level 2: We have chosen ERTMS Level 2 as
the subject of our research because it has been widely imple-
mented in Europe. Fig. 5 describes our model of ERTMS/ETCS
Level 2 [37], which consists of three parts: the Onboard system,
the Trackside system, and the GSM-R system.

The Onboard system is installed in the train and serves to
control train movements. It uses the information received from
the Trackside system to create a “braking curve.” The train
should respect this speed profile in order to slow down or brake

Fig. 4. ERTMS/ETCS Level 3.

Fig. 5. Architecture of ERTMS/ETCS Level 2.

before stop signals or emergencies. It also receives telegrams
from balises and sends Position Reports (containing, for ex-
ample, the train position and operating mode) to the Trackside
system via GSM-R. In the Onboard system, we consider five
modules.

1) The Radio Transmission Module (RTM) provides a bidi-
rectional interface with the Trackside system via a mobile
terminal.

2) The Balise Transmission Module (BTM) is an interface
used to receive telegrams from balises and to provide
power to balises.

3) The Train Interface Unit (TIU) provides a bidirectional
interface with the train-borne equipment.

4) The Driver Machine Interface (DMI) provides a bidirec-
tional interface with the train driver. It displays informa-
tion and instructions to the driver, and the driver reacts to
them.

5) The European Vital Computer (EVC) is an embedded
real-time safety-critical computing system. It handles the
telegrams from balises and measures the train speed and
position in order to produce the “braking curve.”

If the driver fails to perform a correct operation in time, the
Onboard system will automatically call the braking procedure
and begin to operate the train-borne equipment via the TIU
interface.

The Trackside system performs train routing, acquires the
track circuit occupation status, detects train position, and sends
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Fig. 6. Hierarchical structure of ERTMS Level 2.

correct speed profiles to trains. The Trackside system comprises
two subsystems.

1) Interlocking is responsible for train routing and acquir-
ing the track occupation status.

2) The Separation subsystem comprises Radio Block Cen-
ters (RBCs) and Eurobalises. RBCs acquire track status
from linked interlocking equipment and provide trains
with Movement Authorities, Static Speed Profiles, and
possible emergency information. A Eurobalise sends po-
sition telegrams to a train when the train passes over it.

The direction of communication is decided by the frequency
of GSM-R messages. For the “Train to Track” direction, the
frequency of GSM-R messages is between 876 and 880 MHz,
whereas for the “Track to Train” direction, the frequency is
between 921 and 925 MHz.

Fig. 6 presents the hierarchical structure of the SoS.

C. Statecharts

UML is a well-defined modeling language. UML 2.2 has
14 kinds of diagrams, and they are divided into two major
categories: structure and behavior diagrams. “Structure” defines
the static structural constructs used in various structural dia-
grams, including class, component, and deployment diagrams.
“Behavior” specifies the dynamic behavioral constructs used in
various behavioral diagrams, including activity, sequence, and
state machine diagrams [17].

UML statecharts are one type of behavior diagram. State-
charts use states and state transitions to describe the behavior
of systems. They specify the sequences of states that systems
go through as a result of the occurrences of events and their
corresponding actions. Here, we present the principal elements
to be found in statecharts [17], [18], [38].

1) A state models a situation that a system might be in. A
state that contains other states is called a composite state.
Each state may have Entry, Do, and Exit activities.

2) An Entry activity is optional and performed whenever
the state is entered.

3) An Exit activity is optional and performed whenever the
state is exited.

4) A Do activity is optional and executed when system is in
the state. It is performed after the completion of the Entry
activity and continues to be performed until the activity
has finished or the state is exited.

Fig. 7. Illustration of a statechart.

5) A region is an orthogonal part of a statechart or a com-
posite state. A statechart or a composite state can contain
one or more regions. If a statechart has several regions,
these regions are concurrent.

6) An initial pseudostate is the source of the statechart in
one region. It is an intermediate state. Systems cannot
remain in the pseudostate for a long time. Each region
has one and only one initial pseudostate.

7) A final state is the last state of a region. It signifies the
end of the region.

8) A transition is the relationship between a source state
and its target state. It represents the response of a state-
chart to the occurrence of an event.

9) Triggers specify the events whose occurrences may fire
the transitions.

10) A guard is a condition that has to be satisfied when its
corresponding transition is fired.

11) An Effect is optional and performed when the transition
fires.

Fig. 7 is an illustration of a statechart diagram. The system
has three states. It first enters State1, which has Entry, Do,
and Exit actions. The system passes from State1 to State2
when trigger1 is actuated and where the guard is satisfied. This
transition also includes an effect that is an action. The effect
is executed when the transition fires. State2 has two regions,
and these two regions are executed in parallel. This means that
State2.1 and State2.2 are both active when the system enters
State2. When trigger2 is actuated, the system enters State3.
When trigger3 is actuated, the system returns to State1.

Statecharts are suitable for modeling the behavior of SoSs.
We take Markov chains as an example to demonstrate the
advantages of statecharts. As explained by Drusinsky and Harel
[38], two major drawbacks of Markov chains are their inherent
sequentiality and their flat nonhierarchical nature. In its clas-
sical form, the Markov chain method is not well adapted to
specifying the behavior of SoSs because it does not support
modularity and a hierarchical structure. Without concurrency
and multilevel descriptions, a state-based method is unsuitable
for describing the behavior of large and complex systems.
Furthermore, the number of states exponentially grows (we
consider all possible combinations of states in all the compo-
nents of the systems) in Markov chain methods. Statecharts
overcome the limitations of Markov chains. They support the
hierarchy of states and orthogonal regions. States can be com-
bined into a higher level state. The source state and the target
state of a transition are not restricted to the same level. They
can come from different levels. These are the advantages that
led us to choose statecharts as our modeling language.
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Fig. 8. Statechart model of S1.

Fig. 9. Markov chain representation of S1.

Fig. 10. Statechart model of S2.

Fig. 8 shows the statechart of a system S1 with two inde-
pendent subsystems in parallel. We convert the statechart to a
Markov chain, as shown in Fig. 9. Comparing the two figures
clearly shows the advantages of statecharts. In the statechart,
there are six states and 12 transitions, whereas in the Markov
chain, there are nine states and 36 transitions. The complexity
of the Markov chain method increases much faster than the
complexity of the statecharts method. However, it can be argued
that two simple Markov chains can be used to simplify the
Markov chain of S1. Moreover, the long-term stationary prob-
ability distribution of the entire system’s state would simply be
the joint distribution of the states of two subsystems. However,
if the two subsystems are not independent, things will be
different.

Fig. 10 shows the statechart of a system S2 with two depen-
dent subsystems. Both of the two subsystems have the same
transitions a1 and a5, which represent CCFs. These types of
failure are usually present in railway systems and must be
taken into account according to the Railway RAMS standard
EN 50126/IEC 62278 [39]. Thus, a1 and a5 make the two

Fig. 11. Markov chain representation of S2.

Fig. 12. Event tree of a hazardous event.

subsystems dependent. We convert the statechart to a Markov
chain, as shown in Fig. 11. In the statechart, there are six
states and 12 transitions, whereas in the Markov chain, there
are nine states and 34 transitions. The fact that the two sub-
systems are dependent means that the Markov chain of S2
cannot be simplified. It is not possible to obtain the long-term
stationary probability distribution of the entire system’s state by
computing the joint probability distribution of the states of two
subsystems.

III. EMERGENT PROPERTY

Emergence is a disputable topic in the SoS domain. There
is no precise and generally accepted definition of emergence.
Jamshidi [1] consider emergence to be something unexpected
in the collective behavior of an entity within its environment,
not attributable to any subset of its parts, that is present in
a given view and not present in any other view. Johnson [9]
regards emergence as unexpected behavior that arises from the
interaction between the components and the environment.

Given the focus of our research, we use our own particu-
lar definition of an emergent behavior for ERTMS Level 2.
Despite redundancy, taking over from human operators and
other automatic procedures, the occurrence of a failure at the
SoS level is considered as emergent behavior. Note that this
emergent behavior cannot be directly deduced from malfunc-
tions in elements of ERTMS. We therefore propose considering
unavailability of the SoS as an emergent property. Fig. 12 shows
the event tree of a hazardous “Network abnormality” event.
Error detection/correction codes and a maintenance repairer
are two safety barriers. When the hazardous event occurs and
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the two barriers simultaneously fail to function, the ERTMS
presents an emergent property. In fact, the ERTMS may have
a greater availability than its constituents because it has more
safety barriers, or it may have a lower availability because of
problems arising out of the interactions of constituents. The
unavailability of the SoS cannot therefore be directly deduced
from the unavailability of its constituents. The aims of our
research in relation to emergence are to quantify the emergence
of the SoS by computing unavailability as an emergent property
and to study the impact of imprecise transition rates on the total
SoS unavailability imprecision.

IV. MODELING OF ERTMS LEVEL 2

A. Human Factors

According to the statistics of the Federal Railroad Admin-
istration Office of Safety Analysis [40], human factors are
the most significant cause of train accidents. In 2011, 36.35%
of train accidents in the U.S. were caused by human factors,
33.58% by track defects, 11.60% by equipment defects, 1.71%
by signal defects, and 16.77% are ascribed to miscellaneous
causes. These figures underline the need for human factors to
be studied, with the aim of preventing or reducing the number
of train accidents.

Human error has been defined as a behavior of the human
operator that leads to accidents in railroad systems [24]. The
normal operation of the railroad system depends on the activ-
ities of human beings and machines. Advances in science and
technology have meant that mechanical reliability has been sig-
nificantly improved. Human error is an increasingly significant
factor in train accidents. Humans can deal with accidents and
unusual situations, but they also make mistakes. We will now
look at the human factors that influence human performance.
According to Kim [24], human factors fall into three categories:
mental states of operators, physical states of operators, and
knowledge/experiences/abilities of operators.

In our study, the error rate of an operator is assumed to be
constant. The appropriate distribution for the constant transition
rate model is the exponential distribution. The transition rate
from operator working state to operator failed state is set to
λop, where λop is the error rate of the operator. To obtain a
realistic value of the error rate, we have analyzed the statistics
published by the Federal Railroad Administration Office of
Safety Analysis [40] from 2007 to 2011. In the statistics, five
human factors are cited as causes of accidents. These five
human factors and their corresponding numbers of accidents
on 107 railroads in the U.S. are given in Table I. From Table I,
the error rate of an operator is calculated as follows:

λop =
382 + 11 + 2 + 2 + 2

5 years ∗ 107 = 8.514 ∗ 10−5 h−1. (1)

B. Network Failures

The communication network is also a factor that influences
the SoS performance. The transition rates of the network are
assumed to be constant. If the network fails, a repair may be
carried out. The transition rate from the working state to the

TABLE I
STATISTICS ON HUMAN FACTORS IN RAILWAY ACCIDENTS

TABLE II
STATISTICS ON NETWORK FAILURES IN RAILWAY ACCIDENTS

Fig. 13. Statechart of the SoS in Stateflow.

failed state is λn, and the transition rate from the failed state
to the working state is μn, where λn represents the failure rate
and μn = 0.6 h−1 represents the repair rate. To obtain a realistic
value of the failure rate of the network, we have analyzed
the statistics published by the Federal Railroad Administration
Office of Safety Analysis [40] from 2007 to 2011. In the
statistics, accidents are caused by three types of network failure.
These three types of failure and their corresponding numbers
of accidents on 107 railroads in the U.S. are given in Table II.
From Table II, the network failure rate is calculated as follows:

λn =
31 + 11 + 2

5 years ∗ 107 = 9.3885 ∗ 10−6 h−1. (2)

C. Modeling in Stateflow

Stateflow is a toolbox of Simulink. It provides a design
environment to model embedded systems via statecharts and
flow graphs within a Simulink model.

Fig. 13 represents the statechart of the entire SoS. Figs. 14–
16 show the statecharts of the three constituents of ERTMS
Level 2. These statecharts describe the communication between
the Onboard system and the Trackside system via GSM-R in the
presence of degradations and failures. As shown in Fig. 13, the
SoS consists of the Onboard system, the Trackside system, and
the GSM-R system, which work in parallel.

First of all, the three systems enter the “Waiting” state. If
the variable “Start” is true, all the systems enter the “Normal”
state. In the “Normal” state, the Onboard system and the
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Fig. 14. Statechart of the Onboard system in Stateflow.

Fig. 15. Statechart of the Trackside system in Stateflow.

Trackside system communicate with each other via GSM-R.
The Onboard system is in the “Calculation” state, the Track-
side system is in the “CollectionInfoCalculation” state, and
the GSM-R system is in the “CollectMessage” state. When
a SignalFromTrack event occurs and, at the same time, the
frequency of GSM-R messages is not less than 900 MHz, the
Trackside system sends information to the Onboard system.
At this time, the Onboard system enters the “Receive” state,
the Trackside system enters the “Send” state, and the GSM-R

system enters the “Track2Train” state. When an EndSend-
ToTrain event occurs, the Onboard system goes back to the
“Calculation” state, the Trackside system goes back to the
“CollectionInfoCalculation” state, and the GSM-R system
goes back to the “CollectMessage” state. Information trans-
mission from the Onboard system to the Trackside system
functions in a similar fashion.

The Onboard system has a degraded state. When an Op-
eration event occurs, if the operator is available, the system
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Fig. 16. Statechart of the GSM-R system in Stateflow.

enters the “OperationByOperator” state, and if not, it enters
the “OperationByComputer” state, which is a substate of the
“Degraded_OnBoard” state. When EndOperation occurs, the
system goes back to the “Calculation” state if the operator is
unavailable; otherwise, it returns to “Normal.”

Each system has a failed state. This failed state encompasses
two types of failure. The first type of failure is “ErrorState-
OfNet.” A variable “network_failed” is used to indicate the
state of the whole network. It is modeled by the statistics, and
once this variable is set to true, all the systems will enter the
“ErrorState” state. The failure will be repaired, and systems
will return to the “CorrectState” state when a RepairNet event
occurs. The second type of failure is “OrderOfErrorOfNet.”
When the rail traffic controller discovers an abnormality in
the network communication, he or she can give an Error-
Train2Track or ErrorTrack2Train order immediately in order
to interrupt the network and make all the systems enter the
“OrderOfErrorOfNet” state. This type of failure can
be repaired by corresponding repair events, including
RepairSend_OB, RepairReceive_OB, and RepairSend_TS. It is
only when both types of failure are repaired that systems can
return to the “Normal” or “Degraded” state.

When the variable “End” is true, all the systems go back to
the “Waiting” state.

Moreover, we want systems to be able to record the time
spent in each state during the simulation. In order to automat-
ically record the time spent, each system has a variable whose
value is the system’s current state. The corresponding time can
be found in the scopes connected to these three variables.

In our model, some events and variables in the statechart
occur at a certain probability. Our simulation step is Δt = 1 h.
The list of these events and variables with their probabilities or
transition rates is given here.

1) Probability(Operation, EndOperation) = 0.95.
2) Probability(SignalFromTrack, EndSendToTrain, Signal-

FromTrain, EndSendToTrack) = 0.4.

3) Probability(f < 900) = 0.5. The direction of communi-
cation is decided by the frequency of GSM-R messages.
We assume that each side has the same probability of
sending messages to the other side.

4) Transition Rate(operator=0)=λop, where λop =
8.514 ∗ 10−5 h−1.

5) Transition Rate(network_failed=1)=λn1, where λn1=
9.3885 ∗ 10−6 h−1.

6) Transition Rate(RepairNet)=μn1, where μn1=0.6 h−1.
7) Transition Rate(ErrorTrack2Train, ErrorTrain2Track) =

λn2, where λn2 = 0.0001 h−1.
8) Transition Rate(RepairReceive_OB, RepairSend_OB,

RepairReceive_TS, RepairSend_TS, RepairTrack2Train,
RepairTrain2Track) = μn2, where μn2 = 0.6 h−1.

V. CCFs

According to Fricks and Trivedi [41], failure dependen-
cies in dependability modeling fall into five categories: CCFs
(human errors, system environment, and intercomponent),
shock models, minimal or imperfect repairs, multistate devices,
and standby redundancies. Only CCFs are analyzed in this pa-
per. For Fricks and Trivedi [41], a CCF is any condition or event
that affects several components inducing their simultaneous
failure or malfunction. In our model, there are two kinds of
CCFs: CCFs between systems and CCFs within a single system.

The variable “network_failed” can be regarded as a CCF
between systems. When “network_failed” becomes true, all
the systems simultaneously enter the failed state “ErrorState.”
This variable can be also regarded as a CCF within a single
system. Once it is true, there are two possible types of failure
within each of the constituents of the SoS: “NoReceive” and
“NoSend” in the Onboard and Trackside systems and “No-
Train2Track” and “NoTrack2Train” in the GSM-R system.

We can now briefly summarize the advantages of modeling
ERTMS Level 2 as an SoS using statecharts based on the
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aforementioned analysis. First, the EEIG-ERTMS Users Group
(the initials EEIG denote a European Economic Interest Group)
[7] has put forward an ERTMS/ETCS RAMS Requirements
Specification. This specification states that “when redundancies
are utilized in order to prevent single failures to cause im-
mobilizing failures, appropriate measures which guarantee the
independence of the redundant equipment shall be adopted and
documented. For redundant safety-related functions, a Com-
mon Cause Failures Analysis shall be performed.” Because
of the CCFs, the constituents of ERTMS Level 2 are not
independent. As the statechart model in Section IV shows,
transitions that are connected to states from different levels
make the model even more complex. Hierarchical structure
methods (e.g., the statecharts method) are more adapted than
flat structure methods (e.g., the Markov chain method) for
taking account of failure dependencies in the modeling of
ERTMS Level 2. Second, the EEIG-ERTMS Users Group [7]
has defined RAMS goals at the SoS level. Since the SoS RAMS
requirements cannot be expressed as a sum or a product of
RAMS requirements of the systems, we should like to use
statecharts to model the entire SoS and evaluate them at the SoS
level. Third, the EEIG-ERTMS Users Group [7] has summa-
rized the ERTMS/ETCS Maintenance System and Maintenance
Conditions, which makes it easy to introduce maintainability
operations in our statecharts models by representing repair rates
and time period inspections in the model.

VI. SIMULATION AND EVALUATION

A. Simulation in Simulink

Stateflow provides a design environment for modeling em-
bedded systems via statecharts and flow graphs within a
Simulink model. To execute these statecharts, the correspond-
ing Simulink model shown in Fig. 17 is developed. In the
Simulink model, several signal generators are employed to
produce events and variables for the statecharts. Three scopes
are assigned to three variables, which record the states of three
systems.

As we described in Section IV-C, there are two kinds
of failures: “ErrorStateOfNet” and “OrderOfErrorOfNet.”
For the former, Transition Rate(Failure) = λn1 and Transition
Rate(Repair)=μn1, and for the latter,Transition Rate(Failure)=
λn2 and Transition Rate(Repair) = μn2, where λn1 = 9.3885 ∗
10−6 h−1, λn2 = 0.0001 h−1, and μn1 = μn2 = 0.6 h−1.

In the Simulink model, the Uniform Random Number block
can output a uniformly distributed random signal. This block is
used to produce events with a constant transition rate. We take
TransitionRate(Repair) = 0.6 h−1 as an example. First, the
block is set to output a series of uniformly distributed random
values between 0.6 and 1.6. A comparator Compare to Constant
is then used as a threshold to differentiate values greater than 1
from values less than 1. Thus, the probability that the block
outputs a value greater than 1 is 0.6. When the value is greater
than 1, a corresponding event Repair is created. In this case, the
transition rate for Repair is 0.6 h−1.

The two different kinds of failures mean that our model is
not linear. One hundred simulations (sample time: 1 h; length Fig. 17. Schema of the Simulink model.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

QIU et al.: MODELING OF ERTMS LEVEL 2 AS AN SoS AND EVALUATION OF ITS DEPENDABILITY 11

Fig. 18. Extract of the result of one simulation.

of simulation: 2 years) were performed on a DELL Precision
M4600 (processor: Intel Core i7-2820QM CPU at 2.30 GHz;
RAM: 8 GB; system type: 64-bit operating system), the whole
simulation taking 157.49 s.

Fig. 18 corresponds to the result of one simulation. It shows
the states of the three systems and ERTMS Level 2 between
8480 and 8530 h. The states of ERTMS Level 2 are deduced
from the states of its three constituents. ERTMS Level 2 has
three states: a working state, a degraded state, and a failed
state. The emergent property of the SoS is quantified by the
unavailability of the SoS; thus, the gray zone represents the
emergent property of ERTMS Level 2.

B. Evaluation of Dependability Parameters

RAMS parameters are generally used to evaluate system
performance. Here, five RAMS parameters are evaluated: Mean
Up Time (MUT), Mean Down Time (MDT), Mean Time To
Failure (MTTF), Mean Time Between Failures (MTBF), and
instant unavailability.

These five parameters of ERTMS Level 2 can be obtained by
analyzing the results of simulations. Their mean values from
100 simulations over two years are shown in Table III. The
solid line in Fig. 19 shows the evaluation of the unavailability
(emergent property) of ERTMS Level 2 over three years.

There are several ways to limit unavailability. Importance
measures (Birnbaum importance [42], criticality importance
[42], etc.) can be used to identify the critical components
(activities) in complex systems. The criticality depends not only

TABLE III
EVALUATION OF DEPENDABILITY PARAMETERS

Fig. 19. Maximum, minimum, and precise values of the unavailability (emer-
gent property) of the SoS.

on the reliability parameters of components (failure rate, repair
rate, etc.) but also on their position in the system configuration.
In our work, importance measures can reflect to what degree
the failure of a component influences the availability of ERTMS
Level 2. For example, in the model of ERTMS Level 2, there are
two kinds of network failure. We consider the time passed in
each failure as an importance measure. Failures that last longer
are more critical. We should also try to reduce the failure rate
and increase the repair rate for critical failures first. 1) Introduc-
ing redundancy into critical components or monitoring them by
priority can effectively limit unavailability. 2) The use of high-
reliability components may also decrease the unavailability.
However, the cost of high-reliability components is a real
problem. We have to find a reasonable ratio of reliability/cost.
3) Two types of maintenance can be also implemented: pre-
ventive maintenance such as the regular inspection of tracks or
onboard equipment, and corrective maintenance, for example,
when a repair is carried out on a balise that is found to have
failed [43]. However, the cost of maintenance should be also
taken into account.

VII. TAKING IMPRECISE FAILURE AND REPAIR RATES

INTO ACCOUNT

In the real world, experts sometimes give interval values
of λ and μ instead of precise values. Here, the influence of
imprecise transition rates on the emergent property of the SoS is
analyzed. Imprecise transition rates mean that λ and μ are fixed
but unknown and belong to [λ, λ] and [μ, μ]. In our numerical
example, the intervals of λ and μ for “ErrorStateOfNet” are
set as follows:

λ ∈ [6.3885 ∗ 10−6 h−1, 12.3885 ∗ 10−6 h−1]

μ ∈ [0.4 h−1, 0.8 h−1].

After having calculated the unavailability of ERTMS
Level 2, we find that the unavailability (emergent property)
of the SoS reaches its maximum with the largest failure rate
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and the smallest repair rate, and its minimum with the smallest
failure rate and the largest repair rate. Fig. 19 plots the maxi-
mum, the minimum, and the precise value of the unavailability
(emergent property) of ERTMS Level 2 over three years.

VIII. CONCLUSION

In this paper, we have proposed a modeling method and a
performance evaluation for an SoS representing an ERTMS
Level 2 signaling system. Our approach takes into account
human factors, network failures, and CCFs. We take unavail-
ability as the emergent property of our SoS. This property is
quantified using Monte Carlo simulation. Human factors and
network failures are quantitatively integrated.

We expect this original research to provide inspiration for
further research studies into the quantitative analysis of the
emergent properties of railway systems. ERTMS Level 2 is
suitable to be considered as an SoS because the SoS approach
provides a global view of this signaling system. Furthermore,
the emergent properties of the signaling system can be easily
analyzed at the SoS level. Because of their use of notions of
hierarchy, concurrency, and synchronization, statecharts have
proved to be suitable for modeling the behavior of ERTMS.

In our future work, we intend to enrich our model by intro-
ducing epistemic uncertainty, which arises from incomplete-
ness or imprecision of experts’ opinions about reliability data
regarding components. Two kinds of epistemic uncertainty are
to be introduced: state and parametric.
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