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This paper presents an original experimental protocol which aims to study human reliability in railway systems by computing
the human error probability (HEP) of human operators. The experiment is conducted on a railway traffic management system
that places operators in simulated situations involving railway failures. The obtained experimental result is analyzed firstly by
two classical Human Reliability Analysis methods to estimate the HEP of each subject. Then, a model of human operators using
Valuation-Based System (VBS) is proposed. Finally, a methodology automatically populates the proposed model by allowing the
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I. I NTRODUCTION
The statistics published by the Federal Railroad Administration Office of Safety Analysis [13] show that human factors
are the most significant cause of train accidents. This work is
concerned with the human factors which represent influences
that degrade human performance. These factors have been
also called: Performance Shaping Factors (PSF), Performing
Influence Factors (PIF), Influencing factors (IF), Performance
Affecting Factors (PAF), Error Producing Conditions (EPC),
etc. More specifically, human factors allow the consideration
of human’s own characteristics along with the context and
environment of railway systems which affect operator performance in a negative manner. In 2014, 37.64% of train
accidents in the US were caused by human factors, 28.06% by
track defects, 13.08% by equipment defects, 3.35% by signal
defects, and 17.87% are ascribed to miscellaneous causes.
These figures underline the need for human factors to be
studied, with the aim of preventing or reducing the number
of train accidents.
Human reliability refers to the reliability of humans in many
fields, including the transport systems. Human reliability can
be determined by various factors, especially human errors. According to Spurgin [33], human errors are sometimes thought
of as spontaneous errors made by individuals and crews;
however, most errors are induced by the situation under which
agents operate. Swain and Guttman [35] defined human error
a member of a set of human actions that exceeds some limit
of acceptability. The normal operation of the rail transport
depends on the activities of human beings and machines.
Over the years mechanical and technical reliability has been
significantly improved. Thus, human error is an increasingly
significant factor in train accidents. Humans can deal with
accidents and unusual situations, but they also make mistakes.
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Therefore, in order to evaluate the performance of a railway
system, it is necessary to model human operators involved
in the safe operation of railway system. In the literature,
many models were proposed to study human errors. The
majority of these models can be considered as a derivative
of the Reason’s Swiss Cheese causation model. Benefits and
limitations of these models can be found in [28]. Reason
proposed two categories of human errors: active errors and
latent errors. Active errors were those where the effect is felt
almost immediately and latent errors tended to lie dormant in
the system largely undetected until they combined with other
factors to breach system defenses.
As a starting point, human reliability and human error
can be defined in terms of the causes of human behavioral
dysfunction and/or their consequences for the system. Most
human reliability assessment (HRA) methods are thus, risk
assessment-based and/or cognitive model-based methods. In
the literature, a variety of HRA models exists. Most quantitative HRA models are used to evaluate a Human error
probability (HEP). Spurgin [33] summarized three categories
of HRA models according to their characteristics: task-related,
time-related, and context-related models. Each of these models
is developed to handle particular problems addressed in human
reliability. Thus, an appropriate HRA model should be chosen
according to the characteristics of the problem at hand.
When the model is chosen, it has to be populated with data
from an experimental phase. We propose to use an automated
methodology to compute the required data. This method is
based on the analysis of an execution trace of a railway
simulator. Statistical information required by the model is
computed using a dedicated statistical Büchi automaton [16]
that both allows us to verify a temporal property and compute
information about that property. These properties are temporal
properties which are concerned with specific sequence of
events.
The methodology used is in the family of Runtime Verification which is classifiable in two main categories: On-line and
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a posteriori methods.
On-line verification consists of either adding assertions to
the program to express the properties to be monitored during
the execution, or executing in parallel to the program an
automaton representing the property and taking as inputs
data from the program execution. There has been a lot of
work for on-line verification [11], [26], especially for Java
programs [23], [22] and in the aspect-oriented programming
community [34].
We work on a proprietary railway simulator platform which
records events in a database. Because it is not possible to
interface an on-line monitoring system we are restricted to
the a posteriori verification method. In addition, because the
platform can be used in a certification context, it is preferable
to use an a posteriori method to replay a verification scenario
as a justification. Similar works can be ordered using several
criteria.
The first step is the choice of the specification language
which is to be used to express the properties. This choice
depends on the application domain, on the complexity of the
properties and on the user-friendliness of the language. There
are various existing propositions. However, languages such as
SALT [5] and PSL [1] are complex because they multiply
the different temporal operators and cannot provide an answer
to the problem that we address. Other languages such as
LogScope [3] are specialized to a specific context and are not
compatible with our requirements. Eagle [4] and its HAWK
System extension [9] propose a means to handle finite traces
but are not sufficient in terms of expressiveness. Consequently,
we defined a language tuned to the industrial needs inspired
by existing works.
In this paper, the main objective of the experiment is to
assess the HEP of human operators. Several experimental
subjects are invited to conduct the experiment under different
conditions. The experimental results obtained are later analyzed by some classic HRA methods which estimate the HEP
of each subject.
Besides, a Valuation-Based System (VBS) model of a
human operator based on the experimental results is also
proposed. Due to the limited experimental time, experimental
subjects could not conduct the experiment under all combinations of conditions. They only conducted the experiment
under certain combinations of conditions. This incompleteness
leads to uncertainty into the experimental results. We want to
take this uncertainty into account while analyzing a human
operator.
Shenoy [31] introduced VBS as a framework for representation and reasoning with knowledge under uncertainty.
Xu et al. [36] proposed a decision support system which
integrates Bayesian decision analysis and reasoning to suggest
the optimal decision or the optimal sequence of decisions. The
reasoning is based on belief functions theory [10]. Benavoli
et al. [6] developed an automatic information fusion system
in VBS to support a commander’s decision making. They
applied this system on a threat assessment problem to assess
the probability of a threat which is modeled by a network of
entities and relationships between them. In the framework of
VBS Belief functions can be used to represent and propagate
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uncertainties in the relationships.
The remainder of the paper is organized as follows. The
classic HRA models used and the basic notions of VBS will be
presented in section II. The approach to automate the computation of statistical information is provided by section III. The
experimental protocol, the trace analysis and the evaluation of
the HEPs using the HRA models and VBS model presented are
detailed in section IV. Finally, section V gives some conclusions and perspectives. In addition, in annexe A a description
of the railway simulator platform (ERTMS simulator) used
in the present work is provided. The formal language for
specifying temporal properties is described in annexe B.
II. A MODEL TO ANALYSE HUMAN FACTORS
A. Classical HRA models
1) THERP
Technique for Human Error Rate Prediction (THERP) is a
task-related HRA model. THERP (Swain and Guttman [35])
breaks a task down into a number of sub-tasks. Swain and
Guttman make this sub-task array into an assembly of discrete
HRA sub-tasks, forming an HRA event tree. The appropriate
HEPs are selected to represent the failure probabilities of the
sub-tasks in an HRA event tree. The failure probabilities can
be found in THERP tables according to the patterns of the
sub-tasks. The HEPs in the tree are combined together to give
an overall HEP. Figure 1 depicts an example of the HRA event
tree. The task is broken down into three sub-tasks: A, B, and
C. Here, upper case letters represent errors, while lower case
letters represent successes.
2) HCR
The Human Cognitive Reliability (HCR) model developed
by Hannaman [21] is based on Rasmussen’s human behavior
model [29] and the simulation studies of Oak Ridge and
General Physics [24]. It is a time-related HRA model. There
are two hypotheses for this model: all the behavior behind human actions can be classified into skill-based, rule-based, and
knowledge-based according to Rasmussen’s human behaviour
model; and the probability of every behaviour error is only
related to the proportion of permitted time to execution time
t/T1/2 and is approximated with Weibull distribution [8], [25],
given as follows:
p = e−{

t/T1/2 −γ
α

β

}

(1)

T1/2 = T1/2 , n × (1 + k1) × (1 + k2) × (1 + k3)

A

a

FA
B

b

FB
c
S

C
FC

Figure 1: An HRA event tree.

(2)
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Table I: PSF coefficients and their values
k1: Operator experience
Advanced
Good
Insufficient
k2: Stress level
Serious emergency
Heavy workload/potential emergency
Excellent/normal conditions
Vigilance problem (very low stress)
k3: Quality of operator/plant interface
Excellent
Good
Sufficient
Poor
Extremely poor

-0.22
0
0.44
0.44
0.28
0
0.28
-0.22
0
0.44
0.78
0.92

where t is the time window, it represents the allowed time
in which the operator must take action to correctly resolve
the situation. T1/2 is the median response time. T1/2 , n is the
nominal response time. k1, k2, k3 are Performance Shaping
Factor (PSF) coefficients. A PSF is an aspect of a human’s
individual, environment, organization, or task characteristic
that specifically deteriorates or improves human performance,
thus respectively increasing or decreasing the likelihood of
human error [7]. k1 represents the operator experience, k2
represents the stress level, k3 represents the quality of operator/plant interface. α, β, γ are coefficients associated with the
type of predominant cognitive process. Values of parameters
k1, k2, k3 and α, β, γ are given in Table I and Table II
respectively.
Table II: Behaviour type parameters α, β, γ
Type of cognitive process
Skill
Rule
Knowledge

α
0.407
0.601
0.791

β
1.2
0.9
0.8

γ
0.7
0.6
0.5

3) SPAR-H
Context-related HRA models are different from task-related
and time-related models. In task-related and time-related models, task and time are important in evaluating HEP value.
However, for context-related models, the context under which
the action takes place is important. For example, when an
accident occurs, the crews should respond to the accident and
take some actions. The response of crews and their actions
depend on some contextual elements such as their training,
the communication between them, and the quality of manmachine interface. Thus, the HEP in context-related models is
determined by such influential contextual elements.
The Standardized Plant Analysis Risk-Human reliability
(SPAR-H) can be considered as a task-related or contextrelated model because of a strong considerations of contextual
influence of PSFs involved in deriving the crew HEP. The
SPAR-H model will be presented here as a context-related
model.
In SPAR-H [20], there is a diagnosis and action model
for crew and personnel responses to accident conditions. This
model consists of probabilities associated with diagnosis and
action tasks. The HEP values are usually set to be 0.01 for
diagnosis and 0.001 actions tasks. Theses two values are called

nominal HEP values (NHEP). The effective error probability
HEP is made up of these elements along with modifiers from
the context.
For the case when the number of PSFs, for which the
weighting factor is greater than 1, is less than 3, the base
HEP equals the diagnosis HEP or action HEP multiplied
by weighting factors defined for eight PSFs: available time,
stress/stressors, complexity, experience/training, procedures,
fitness for duty, Ergonomics/HMI and work processes. Table III shows these PSFs, their levels and multipliers for each
PSF. Each category has several levels. For example, in the
case of experience/training, there are 3 levels: low, nominal,
and high. A weighting value is allocated to each level. The
final HEP is calculated by multiplying the nominal HEP by
the weighting factors. The diagnosis HEP and action HEP
are calculated in this manner. The base HEP is given by
equation 3.
HEP = N HEP × P SFcomposite

(3)

For the case when the number of PSFs, for which the
weighting factor is greater than 1, is not less than 3, the base
HEP is given by the following formula
HEP =

N HEP × P SFcomposite
N HEP × (P SFcomposite − 1) + 1

(4)

where HEP is the effective error probability for either diagnostic or action error; N HEP is the nominal HEP (0.01 for
diagnosis and 0.001 for action); P SFcomposite is the product
of all PSFs.
Table III: SPAR-H PSFs, levels and multipliers for each PSF
PSF
Available time

Stressors

Complexity

Experience/training

Procedures

Ergonomics/HMI

Fitness for duty

Work processes

PSF level
Expansive time
Extra time
Nominal time
Barely adequate time
Inadequate time
Nominal
High
Extreme
Nominal
Moderately complex
Highly complex
High
Nominal
Low
Nominal
Available, but poor
Incomplete
Not available
Good
Nominal
Poor
Missing/misleading
Nominal
Degraded fitness
Unfit
Good
Nominal
Poor

Multiplier
0.01
0.1
1
10
HEP=1.0
1
2
5
1
2
5
0.5
1
3
1
5
20
50
0.5
1
10
50
1
5
HEP=1.0
0.8
1
2

In order to take dependence between tasks into account,
SPAR-H uses a defined decision tree with the following
headings: crew (same or different), time (close or not close),
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location (same or different), and cues (additional or no additional). The results of all pathways are complete, high,
moderate, low or zero dependency. A dependency condition
table equivalent to the decision tree has been constructed. The
user can follow the choices on the four headings through the
dependency condition table to arrive at a level of dependency
(zero to complete).
B. Valuation-Based System in risk analysis
Shenoy [31] introduced VBS in 1989 as a framework
for representation of and reasoning with knowledge under
uncertainty. This framework belongs to the family of graphic
models. In a VBS a set of variables and a set of valuations
affected to the subsets of the variables are used to represent
knowledge. Reasoning with this knowledge is done by finding
the marginals of the joint valuation for the variables of interest
using two operators called combination and marginalization.
VBS can represent different types of uncertainties in different
domains including probabilities, basic probability assignments,
possibility values, etc. The detailed definition and features of
VBS in risk analysis based on basic probability assignments
are discussed as follows.
1) Basic probability assignments
A risk analysis problem can be modeled using a finite set of
variables that represent events, causes, contributors, and other
factors relevant to describing the risk situation.
For a variable X, the frame of discernment ΩX denotes the
set of all the possible values that X can take.
The mapping mΩX : 2ΩX →
P[0, 1] is called basic probability assignment if ∀A ∈ 2ΩX , A⊆ΩX mΩX (A) = 1.
The set A can be an event or a subset of events. Indeed,
a basic probability assignment mΩX is assigned to each
subset of 2ΩX such that mΩX (A) represents the subjective
probability assigned to the information which exactly supports
A.
The lower bound of the probability over a set A on ΩX
represents the sum of all basic probability assignments of
subsets that imply A. It is computed as follows [30]
X
mΩX (B) A, B ⊆ ΩX
(5)
P (A) =
B|B⊆A

4

According to Eq.5 and Eq.6, the probability of the event A:
“it will be rainy tomorrow”, is included in [P (A), P (A)] =
ΩX
ΩX
X
[mΩ
1 (rainy), m1 ({rainy}) + m1 ({cloudy, rainy})] =
[0.7, 0.9]. The value 0.7 represents all the information that
implies the event A, whereas the value 0.9 represents all the
information that is consistent with the event A according to
the expert. The length of the interval P (A) − P (A) = 0.2
represents the imprecision about A.
The expert assigns also the basic probability assignments
Y
to the two states of the road as follows: mΩ
2 ({good}) =
Y
0.6, mΩ
({good,
bad})
=
0.4.
2
According to Eq.5 and Eq.6, the probability of the
event B: “the road will be good tomorrow”, is inΩY
Y
cluded in [P (B), P (B)] = [mΩ
2 ({good}), m2 ({good}) +
ΩY
m2 ({good, bad})] = [0.6, 1].
The graphical part of VBS uses oval nodes to represent
variables. To evaluate the VBS, nodes within the graph are
assigned with basic probability assignments.
2) Joint basic probability assignments
Let X and Y be two variables defined on frames ΩX and
ΩY . Let ΩX × ΩY be the cartesian product of ΩX and ΩY . A
basic probability assignment mΩX ×ΩY defined on ΩX ×ΩY is
called a joint basic probability assignment, and can be seen as
an uncertain relation between variables X and Y . To evaluate
the VBS, joints basic probability assignments defined on the
cartesian product of variables are used to show the degree (or
strength) of the relationship between variables.
We retake the same example, and we aim to evaluate the
probability of the event: “To have an accident tomorrow"
which is represented by a variable S. The variable S may have
two qualitative values: accident or no-accident, and its frame
of discernment is given by ΩS = {accident, no-accident}. The
variable S depends on the variables X (the weather) and Y
(the state of the road). This relationship will be represented
by a joint basic probability assignment m3 . The expert gives
the following joint basic probability assignment m3 in order
to define the degree of relationships between the variables:
 Ω ×Ω ×Ω
Y
S ({(sunny, good, no-accident), (rainy, bad, accident)}) = 0.75

m X

 3
ΩX ×ΩY ×ΩS
m3
({(rainy, good, accident), (sunny, bad, accident)}) = 0.2


 ΩX ×ΩY ×ΩS
({ΩX × ΩY × ΩS }) = 0.05
m3

The upper bound of the probability over A on ΩX is defined
as the total amount of basic probability assignments of subsets
that are consistent with A. It is computed as follows
X
P (A) =
mΩX (B) A, B ⊆ ΩX
(6)
B|B∩A6=∅

The following example explains the meaning of m, P
and P . Suppose that a variable X represents the weather of
tomorrow and a variable Y represents the state of a road. The
variable X may have three qualitative values: rainy, sunny
or cloudy. The frame of discernment ΩX of X is given by
ΩX = {rainy, sunny, cloudy}. The variable Y may have two
qualitative values: good or bad. The frame of discernment ΩY
of Y is given by ΩY = {good, bad}.
An expert assigns basic probability assignments to the three
X
values of X (kinds of weather) as follows: mΩ
1 ({rainy}) =
ΩX
ΩX
0.7, m1 ({cloudy, rainy}) = 0.2, m1 ({cloudy}) = 0.1.

S
m3
X

Y

m1

m2

Figure 2: VBS example
Figure 2 represents the VBS of the example. As we can
see, we have three nodes which represent the variables X, Y
and S. We have also three basic probability assignments: m1 ,
m2 , and m3 which respectively represents the basic probability
assignments assigned to X, Y , and the relationship between
X, Y and S.
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3) Inference in VBS
After constructing the VBS and assigning the basic probability assignments of events (variables) and joints basic probability assignments of relationship between events (variables),
we have to use inference in order to obtain the probability
of the variable of interest. Making inference means to find
marginals for the variables of interest using combination and
marginalization operators.
The combination operation of two basic probability assignX
and mjΩY respectively defined on ΩX and ΩY is
ments mΩ
i
performed as follows [32]
ΩX ×ΩY

X
ΩX ×ΩY
mi⊕j

(H) =

mi

ΩX ×ΩY

(A)mj

(B)

A∩B=H,∀A,B⊆ΩX ×ΩY
ΩX ×ΩY

X

1−

mi

ΩX ×ΩY

(A)mj

(B)

A∩B=∅,∀A,B⊆ΩX ×ΩY

(7)

Note that, in order to combine two basic probability assignments respectively defined on ΩX and ΩY , they must
be defined on the same frame of discernment ΩX × ΩY .
The operation which allows one to extend a basic probability
assignment mΩX defined on ΩX to ΩX × ΩY is called the
vacuous extension and defined as follows
mΩX ↑(ΩX ×ΩY ) (B) =



m
0

ΩX

(A)

if B = A × ΩY , ∀ A ⊆ ΩX
otherwise.

On the other hand, the marginalization operator is used to
focus the information contained by a valuation onto a smaller
domain. Indeed, the marginal (or projection) of the basic
probability assignment mΩX ×ΩY on the frame ΩX is defined
by
(ΩX ×ΩY )↓ΩX
(A)

=

X

ΩX ×ΩY

m

III. A METHODOLOGY TO ANALYSE TRACES
The methodology [17] automatically provides statistical
information, a synthesis is given in figure 3. The three steps
of the methodology are detailed in the next sections, the
definitions of the relevant properties for a given scenario, the
trace generation during the simulation of the scenario, and the
automated trace analysis are also provided.
The process colored in gray is an external immutable
software and managed by the proposed methodology. The proprietary simulator returns the execution traces to be analyzed
for a given scenario adapted for our experiments.
This method has already been parallelised in [16] to handle
really big traces (109 trace states), but in present case traces
are not as big (around 105 states).
Statistical
Büchi
Automaton

Trace
Verification

human

Büchi
Automaton

Result

Execution
trace

Scenario

Simulation
framework

Ltl2Ba

(8)

m

of property. This ability will be rerouted for our analysis of
human factors.

(B), ∀A ⊆ ΩX

B⊆ΩX ×ΩY /P roj(B↓ΩX )=A

(9)

Where P roj(B ↓ ΩX ) = {x ∈ ΩX /∃y ∈ ΩY , (x, y) ∈ B}.
To summarize, for a variable of interest Z that depends
on two other variables X and Y , (⊕m)↓ΩZ is computed
by marginalizing (projection) on ΩZ the joint valuation ⊕m
obtained by the combination of the basic probability assignments mΩX ,mΩY , and joint basic probability assignment
mΩX ×ΩY ×ΩZ .
We retake the same example in order to compute the
upper and lower probabilities of the event: “To have an
accident". We first combine the basic probability assignΩY
X
ments mΩ
1 , m2 , and the joint basic probability assignΩX ×ΩY ×ΩS
ment m3
using Eq.7 (After vacuous extension
of each basic probability assignment using Eq.8). Then,
we marginalize the obtained basic probability assignment
(m1 ⊕ m2 ⊕ m3 )ΩX ×ΩY ×ΩS on the frame ΩS using Eq.9.
Finally, using Eq.5 and Eq.6, we obtain upper and lower
probabilities of the event “To have an accident" from the
(Ω ×Ω ×Ω )↓Ω
basic probability assignment m3 X Y S S as follows:
[P (accident), P (accident)] = [0.9, 1].
The model proposed has to be populated with data. Therefore, we propose to use a methodology originally developed
for verifying temporal properties. This method provides a system to compute statistical information according to a pattern

Temporal
Property

Figure 3: Overview of the methodology
The generation of the statistical information required for
populating our human model is our main goal. Initially, this
methodology was defined for verifying temporal properties.
Hence, we firstly have to identify the temporal property to
compute the statistical information.
Hereafter, we provide the reasoning about the choice to
define a dedicated language. This language is associated with
a system that allows the computation of statistical information
according to some pattern properties. After that, we show that
some predefined patterns are relevant for our main goal.
A. Definition of the property to be verified
Confronted with railway safety invariants, this methodology
was initially defined for verifying complex properties on
avionics software [14]. Complex properties were gathered
from an analysis of several avionics software. Unfortunately,
for industrial IP reasons, this analysis is unpublished.
The approach of this analysis consisted of gathering complex properties, classifying them according to the Dwyer [12]
classification, and defining the best logic to express them.
During our investigation, Dwyer classification was extended
to take into account dedicated temporal properties. Indeed,
some kinds of properties on frequency or duration could not
be classified with this method.
Finally, the language dedicated to the verification of these
properties had to follow several criteria:
• Defining properties on a sequence of states
• Defining safety invariants on numeric variables
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Defining property that ordered the states
Defining properties according to a specific frequency or
duration
An aggregation of the two formalism, LTL and regular expressions, has been defined to correspond to these criteria [15].
Indeed, even if the LTL formalism is enough, regular expressions are useful to simplify the formalization of sequenced
properties. The complete syntax of our language is available
in annexe B.
•
•

B. Generation of the trace to be analysed
The next step consists of executing the scenario to be
analyzed and gathering the information required to verify the
temporal properties.
The definition of data to be collected is the main difficulty
of this step. If every state of the execution is gathered, then
it could slow down the simulation and corrupt the temporal
results. Hence, it is essential to limit as much as possible the
impact of the gathering method to preserve the consistency of
the collected data and the realism of the scenario to be played
in comparison with reality.
In addition, the gathering of every state during the execution
of the scenario can overflow the memory capacity of a computer. There are several variables in a state and the size of the
trace depends on the duration of the scenario. The size of an
execution trace depends on the duration of the played scenario
and can go over more than several billion states. Hence, the
collected data have to be at least and as much as possible the
data required for the analysis.
Therefore, a strategy has to be established to be sure that
necessary states are collected. A state is necessary when
an operand of the property to be verified is modified. The
modification of a variable which does not depend on the
property has no impact on the property.
In our case, the ERTMS simulator is proprietary. Consequently, we can express properties only on variables which are
collected. As a hypothesis, the modification of each variable
collected by the simulator is recorded. This hypothesis restricts
the LTL to the operators Always and Until. Indeed, [14] shows
that the Next operator is not allowed. Finally, the impact of
the trace recording on the chronology of the events is assumed
to be limited.
C. Automated analysis of the trace
The next step consists of verifying the properties on the
finite execution trace generated. The approach is implemented
in a prototype called A N TAR ES.
In order to verify a temporal property φ on an execution
trace σ, two main transformations are required. Firstly, the
temporal formula is translated into a Büchi automaton Bφ .
Secondly, the finite trace σ is transformed into an infinite one
σ∞ by looping over the last element, because the semantics
of the linear temporal logic is only on infinite traces. The
transformation of the LTL properties into a Büchi automaton
is ensured by [19], whereas the transformation of the regular
expression is provided in [15]. In this section, we focus on the
way to handle infinite traces.
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We firstly recall the classic algorithm to analyse the main
part of the trace. Then, because this algorithm is not relevant
in handling the end of trace, we provide another algorithm
to treat this issue. Finally, because of the transformation of
the finite trace into an infinite one, we provide a pragmatic
approach to handle border effects. This pragmatic approach
will be used to compute statistical information and then to
populate the human factor models.
1) Büchi automaton execution
Execution of the Büchi automaton is performed in two steps:
nominal case and end of trace. The nominal case consists in
computing the set of next current states by evaluating the
formulas for each possible transition. The nominal case is
composed of 6 steps:
1) The next state of the trace is loaded, if there is one.
2) If the next state does not exist, then the nominal case
algorithm ends and the end-of-trace algorithm starts.
3) The formula of each transition for all states of the Büchi
automaton in the set of current states is evaluated. If the
formula is true, then the state following the transition is
added to the new set of current states.
4) The new set of current states becomes the set of current
states. In this set, each state only occurs once to avoid
a combinatorial explosion.
5) If the current state is empty, then the property is false.
The nominal case algorithm ends.
6) Loop to the first step.
σ is an execution trace. EA (i) is the set of current states
of the Büchi automaton A at state i of σ. The initial state
of A is singleton IA . For a given state , T is the set
of transitions with  as origin. ν(σi , T ) returns the set of
next states indicated by the transition where the formula is
evaluated to true.
The formalized algorithm is, for all n in J0, |σ| − 1K:
S
EA (0) = IA ; EA (n) = ∈EA (n−1) ν(σi , T )
When there is no next state in the trace, we switch to the end
of trace algorithm, defined to handle the execution of the Büchi
automaton at the end of the trace. This algorithm answers the
following question: is there an infinitely often accessible final
state? This algorithm performs:
1) Computing the strongly connected components of the
Büchi automaton, by only taking into account transitions
where the formula is true.
2) Defining a direct acyclic graph (dag), equivalent to the
Büchi automaton, from the strongly connected components computation.
3) Browsing the direct acyclic graph for each element of
the current state.
4) Determining for each state of the dag accessed from an
element of the current state if it is a final state of the
Büchi automaton.
Because of the looping over the last state of the trace, false
transition can be definitely removed and hence, the Büchi
automaton is equivalent to a graph. Then verifying a property
on this end of trace is equivalent to looking for a cycle in the
graph with accepting states. Finally, looking for a cycle with

JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

accepting states is equivalent to browsing the associated direct
acyclic graph and to finding an equivalent accepting state
during this process. Consequently, the algorithm is validated.
A complete validation of this algorithm can be found in [15].
2) Computation of additional statistical information
The classic binary result true/|f alse is not always enough
to decide the validity of a property, because the problem is not
always obvious. As an example, in the propositional world, the
assert P ⇒ Q can be true because P is f alse, even if we are
interested in the case : P and Q are true. Transposed to the
LTL world, in a pattern  (P ⇒ Q) this question is the same
for each state of the trace.
Therefore, we propose to compute additional statistical
information to improve our confidence index. We propose two
kinds of statistical information:
•
•

for each kind of properties, providing the number of the
state and the timestamps where the error occurs [15],
for some pattern of properties, providing specific metrics, using a dedicated automaton called statistical Büchi
automaton [18].

This second method will be hacked to handle human behaviors
analysis. In the previous non-publishable analysis, three kinds
of pattern of properties were often used and implemented:
•
•

•

♦ (P ) which means that propositional property P often
occurs on a trace;
 (P ⇒ Q) which means that when propositional
property P occurs then propositional property Q occurs
at the same time;
 (P ⇒♦ Q) which means that when propositional
property P occurs, propositional property Q will occur.

Moreover, existing patterns could be enriched or new patterns could be defined if required. Each pattern is described in
a file that contain the pattern and the corresponding statistical
Büchi automaton.
The interest of this approach is to provide the verifier with a
quantitative aspect related to the trace and the property. Indeed,
this kind of information is helpful to detect an anomaly even
if the property is true. For instance, the fact that  (P ⇒ Q)
is true does not mean that P occurs several times. Perhaps
P never occurs. The statistical information ensures that P
will occur a reasonable number of times. Table IV defines
the different statistical information computed, when a pattern
is recognized.
Pattern
Metric

♦ (P )
Number of P

 (P ⇒ Q)
Number of P

 (P ⇒♦ Q)
Number of P, Number
of Q, min/max Number of P before an occurrence of Q

Table IV: Statistical information computed with the patterns.

IV. E XPERIMENTS
In this section, platform, the experimental protocol and the
analysis of the experimental results are detailed successively.

7

A. Experimental protocol
The protocol was defined in order to evaluate the performance of human operators, especially movement inspectors
and pointsmen, in railway systems.
Five experimental subjects participated in the experiments.
Because of the considerable amount of time spent by each
subject, it is not practical to perform experiments by more
subjects. Actually, this paper provides a methodology to lead
an experimental campaign. But, of course, to validate a result
this methodology has to be used over a lot of particiants.
The bigger the number of participant is, the more precise the
results will be. Significant parameters were evaluated by the
experiments. Before the experiments, each subject was trained
to detect six representative types of failures. In this paper, we
focuse on the “out of correspondence” of a point.
Out of correspondence means that a piece of equipment was
required to do a task, but the indication coming back shows
that it did not perform the task. When this term is used to
refer to a point, it means that the point was required to be
controlled normal but was detected to be in reverse position,
or was required to be controlled in reverse position but was
detected to be normal. Figure 4 illustrates the scenario where
the point 2055 is detected to be out of correspondence. The
yellow circle indicates the position of point 2055. When a
point is detected to be out of correspondence, it twinkles. This

Figure 4: Points end detection is out of correspondence.
kind of failure can be detected by the maintenance workstation.
The corresponding message is shown as follows:

It means the failure is located at STRA (Stratford). The failed
equipment is the point 2055. The type of failure that points
end detection is out of correspondence. For those points which
have swing noses, the second message will also appear on
the maintenance workstation. For those points which have
fixed noses, only the first message appears on the maintenance
workstation. The operation performed by human operators are
detailed during five pages in the chapter 4 of PhD synthesys
of Siqi QUI [27].
Four variables were included in the protocol in order to
evaluate the performance of the experimental subjects in
different traffic supervision configurations.
• The first variable is the knowledge level of a subject. The
frame of Knowledge is {0, 1, 2}. Three levels are set
to express the knowledge level of experimental subjects:
inadequate (0), medium (1), adequate (2). In this work,
the level of knowledge corresponds to the time spent on
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•

•

•

the simulator and the explanation given to the subject
before the experiments. A state of inadequate knowledge
is simulated by not explaining some important procedures
required in the scenario. A state of medium knowledge
is simulated by explaining all the procedures required in
the scenario but the subject has never used the simulator.
Finally, a state of adequate knowledge corresponds to the
fact that the subject has already used the simulator and
knows all the relevant procedures. The knowledge level
is decided by the training before the experiments and the
knowledge acquired from other ways. In our research,
the knowledge level is set for the subjects involved in
our experiment, not for real experts in railway systems.
The second variable is the fatigue. The frame of F atigue
is {0,1}. A subject may be in tired (1) or not tired (0)
state. A questionnaire similar to the NSA-TLX questionnaire was used for a subjective estimation of fatigue based
on the opinions of participants.
The third variable is the workload. When the number of
trains increases, some kinds of failures are more difficult
to be detected. In this case, the workload increases. The
frame of Workload is {0, 1}. (0) corresponds to less than
6 trains in the HMI, and (1) corresponds to more than 6
trains. However, more levels for Workload can be chosen.
The fourth variable is the experience. Each time when a
subject finishes a test, his/her experience about the platform increases. This may improve his/her performance.
The frame of Experience is {0,1,2,3}. 4 levels are set to
express that each subject performances four tests in total.

The performance of a subject is evaluated by four parameters: the detection time, the rate of correct detection, the rate
of false detection, and the rate of non-detection. The detection
time of an operator is defined as the difference of the time
when a failure occurs and the time when the operator detects
and interprets that failure. For each failure, the detection result
may be correct, false or non-detected. Correct detection means
that the operator detects a failure and interprets it correctly.
False detection means that the operator detects a failure but
interprets it incorrectly, or the operator detects a nonexistent
failure. Non-detection means that the operator misses a failure.
When we calculate the rates for each subject, because a subject
may detect nonexistent failures, the total number of recorded
failures may exceed the predefined number of failures.
4 scenarii were developed to implement all the six kinds of
failures. The differences among scenarii lie in the number of
each kind of failures and the time when failures occur. Each
scenario lasts 30 minutes. Each subject has to perform the
experiments in all the 4 scenarii.
Training which presents all types of failures will be given
to subjects before the experiments. Experimental subjects do
not know how many failures there are and the time when
they occur. Each failure will be repaired automatically after 2
minutes. Experimental subjects should detect failures, locate
failures in the detailed view of signaller workstation and
distinguish which kind of failures they are. The corresponding
time when subjects detect failures will be recorded.
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B. Trace analysis
1) Property formalisation
We propose to formalize the property “Points end detection
is out of correspondence”, accoording to the previous defined
patterns. As defined in section IV-A, the point has a configuration different from the required one. As a hypothesis, a point
has only three positions: right, left and undefined.
The property has to take into account three main aspects:
• The time allocated to the detection of the error
• The position of the error
• The number of points to check simultaneously.
The first idea to formalize this property is to use three
variables : one for the required configuration of a point, one
for the current configuration of that point and one for the
detection of an error on that point. But, the simulator is a real
time system and some delay between the update of variable
can occur. For example, if the required configuration changes,
the current configuration can change 1 or 2 seconds after.
Therefore, an error can be raised by the temporal property.
The other solution consists in using the information of the
fault injection. Indeed, in order to study the behaviour of the
agent, a fault is injected inside the simulator. It consists in
modifying the data contained by a given variable.
Injection is a boolean variable which models the “out of
correspondence” error of the studied point. Detection is a
boolean variable which means that the “out of correspondence”
error of the studied point has been detected.
The property is hence :
 (Injection ⇒ (♦ ∆t ∧ Detection))

(10)

with ∆t = time − Injection?T < ∆max

(11)

This property means that each time an injection is done, there
is a state in the future where the limit time is not overflowed
and the detection has been performed.
We must now be able to detect when the agent will perform
a false detection and hence a false resolution. Therefore, each
time a detection is raised, an injection has been done. The
property is :
 (Detection ⇒ Injection)

(12)

This first formalisation is efficient to detect a problem for
one point only. But during the scenario, several points have to
be checked. Hence, we have to improve our formalisation.
a) Taking a complete list of points into account: Instead
of verifying a property on one point, we need to verify the
property on N points. The first idea was to transform the
type of the variables into table of booleans, using a classic
encoding to transform table of booleans into one integer. But
this solution does not work and figures 6 and 5 show why.
In both figures, we consider two points respectively with
identification number 1 and 2.
Figure 5 shows a fault injection at point 1. The green line
corresponds to an example of reaction. The agent detects
the error at time 2t on point 1. At time 3t, Detection and
Injection variables are cleaned.
In Figure 6, there are two examples of reaction : the green
one and the red one. A first injection is done on point 1
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that this transition is activated at the next step of the execution.
The state modeled by a double circle is a final state.

Injection/Detection
Detection
Injection Windows

3-

¬ P ∨ (∆t ∧ S)

1
∆t ∧ S

start

2-

1

1-

Figure 7: Büchi automaton of  (P ⇒♦ (∆t ∧ S))
t

2t

3t

Time

4t

∆max (1)

Figure 5: One Injection
Injection/Detection
Incorrect Detection
Normal Detection
Injection Windows

321-

t

2t

3t

4t

Time

∆max (1)
∆max (2)
∆max unexpected

Statistical Büchi automatons allows to compute information
during their executions. Hence, we have to transform our
Büchi automaton B into a statistical one BS . To do that, it
is required to follow the steps given hereafter :
1) Transformation of B into a deterministic Büchi automaton BD
2) (Optional) A transition t from state S to state S 0
containing a disjuctive predicate P ∨ Q can be split
into two transitions t1 and t2 such as t1 from S to S 0
contains the predicate P and t2 from S to S 0 contains
the predicate Q. This operation is a way to refine the
computed information.
3) (Optional) In some cases, some states and transitions
have to be added to compute statistical informations.
4) Hand made decoration of BD with stastical operations.
In our case, the statistical Büchi automaton used to perform
our analysis is defined in figure 8. The initial deterministic
Büchi automaton has been duplicated (Step 3) - blue part of
the figure 8. A transition (red) between this two automatons
takes into acount the case where the deadline is exceeded, i.e.
∆t is false. Element under brackets are a list of operation on
counter in charge of computation of statistical information.

∆max unexpected
Cumulated ∆max

S ∧ ∆t {algo()}

¬ P ∧¬ S

start

B

A

¬ S {nondetectedS++}

Figure 6: A bad formalisation : Unauthorized cumulated time
P ∧¬ S {detectedP}

¬ P ∧ S {aloneS++}

S ∧¬ ∆t {algo();delayed++}

at time t. Then, a second injection is done on point 2 at
time 2t. At time 3t the limit for the detection on point 1
is reached. At time 4t, the limit for the detection on point
2 is reached. After each injection, the meta-data Injection?T
containing the modification time of Injection is updated.
Hence, Injection?T is updated at time t, t2 t3 and t4.
Because of that, a phenomenon of cumulated time appears.
Even if the second example is f alse, it is detected true by the
property, because ∆t stays true from t to 6t.
Then, it is not possible to know if the detection has been
performed before the legal time. The only solution consists in
defining a property for each point.
2) Computed information
The goal of this phase is to compute information required by
the human factor study. The generic property  (P ⇒♦ (∆t ∧
S) has been translated into a Büchi automaton presented in
figure 7 using Ltl2Ba. The first element of the trace is read
and the automaton state is flagged by start. The execution
algorithm is described in section III-C1, page 6. "1" means

S ∧¬ ∆t {algo();delayed++}
¬ P ∧¬ S
S ∧ ∆t {algo()}

D

C

¬ S {nondetectedS++}

P ∧¬ S {detectedP}

¬ P ∧ S {aloneS++}

{detectedS++;
{algo()}

replace

maxDet=max(nondetectedS++;maxDet);
nondetectedS=0;}

Figure 8: Updated statistical Büchi automaton
This automaton allows us to detect resolution of rights
issues. But, in some cases operators detect false issues and try
to resolve a non-existing problem. For these cases, a specific
property has to be checked.
Our proposition is to improve the Büchi automaton of the
pattern property  (P ), in order to detect the condition where
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Table V: Experimental results of 5 subjects
Detection time (sec)

Rate of correct detection

Rate of false
detection

Rate of nondetection

[1cm] Scenario (Knowledge / Fatigue / Workload / Experience)
S1_1: K={1}, F={0}, W={0},
E={0}
S1_2: K={1}, F={0}, W={0},
E={1}
S1_3: K={1}, F={0}, W={1},
E={2}
S1_4: K={1}, F={0}, W={1},
E={3}
S2_1: K={0}, F={0}, W={0},
E={0}
S2_2: K={0}, F={0}, W={0},
E={1}
S2_3: K={0}, F={0}, W={1},
E={2}
S2_4: K={0}, F={0}, W={1},
E={3}
S3_1: K={2}, F={0}, W={0},
E={0}
S3_2: K={2}, F={0}, W={0},
E={1}
S3_3: K={2}, F={0}, W={1},
E={2}
S3_4: K={2}, F={1}, W={1},
E={3}
S4_1: K={1}, F={1}, W={0},
E={0}
S4_2: K={1}, F={1}, W={0},
E={1}
S4_3: K={1}, F={0}, W={1},
E={2}
S4_4: K={1}, F={0}, W={1},
E={3}
S5_1: K={0}, F={0}, W={0},
E={0}
S5_2: K={0}, F={0}, W={0},
E={1}
S5_3: K={0}, F={0}, W={1},
E={2}
S5_4: K={0}, F={0}, W={1},
E={3}

Correct
detection

76.7

0.6

0.2

0.2

62.4

1

0

0

64.4

0.8

0

0.2

63.3

0.8

0.1

0.1

101.1

0.455

0.09

0.455

102.3

0.364

0.091

0.545

66.7

0.7

0

0.3

71.2

0.8

0

0.2

58.1

0.727

0.091

0.182

63.9

0.727

0.091

0.182

62.6

0.9

0

0.1

79.4

0.636

0.091

0.273

76.5

0.636

0.091

0.273

73.9

0.7

0

0.3

55.5

0.8

0

0.2

66.8

0.9

0

0.1

83.8

0.6

0

0.4

85.2

0.6

0

0.4

77.4

0.7

0

0.3

59.3

0.8

0.1

0.2

start

p2
Correct
action
S

Compared to the real environment, the detection times
are relatively unrealistic in our experiments because of the
following reasons:
•
•
•
•

Subjects know that failures will occur in each scenario.
In the real world, the occurrence of failures is unknown.
Each scenario lasts only 30 minutes. In the real world,
the operators work more than 30 minutes.
The number of kinds of failures is limited to 6. In the
real world, there are many more kinds of failures.
Subjects are only required to detect failures. In the real
world, some corresponding actions need to be taken
simultaneously.

Some conclusions can be yielded from the experimental
results:
•

•
•

P

p3

Figure 10: HRA event three of the experiment.

•

P is not satisfied. The improved automaton is provided in
figure 9.
P

p1
Correct
diagnosis

From the results of the five subjects, we find that the
training influences really the performance of subjects.
As the experience of each subject increases, the performance increases at a certain extent.
According to the performance of subject 3, fatigue may
strongly influence the performance of subjects.
The workload related to the number of trains does not
have a significant impact on the performance of the
majority of experimental subjects. The reason may be
that the difference between the two levels of workload is
not large enough to influence the performance of subjects.

D. Analysis of the result by the THERP + HCR model
¬ P {detectednotP}

¬ P {detectednotP}

Figure 9: Statistical Büchi automaton of the pattern  (P )

C. Experimental results
As said before, each subject has to perform the experiments
in all the 4 scenarii. Thus, each subject has four performance
results. Because each failure will be repaired after 2 minutes,
for those non-detected or falsely detected failures, the detection time is set to be 2 minutes. The average of detection times
of a subject in a scenario is regarded as the detection time of
the subject in that scenario. Table V shows the simulation
results of the five subjects.

Facing a failure, the reaction procedure of a subject contains
three steps: detection, diagnosis, and action. Therefore, the
whole task of this experiment is broken down into three
subtasks: detection, diagnosis, and action. The THERP model
is used to analyze the task-related experiment. Figure 10 shows
the HRA event three of the experiment. The overall HEP is
the sum of the HEPs of the three subtasks in event three:
HEP = p1 + p2 + p3

(13)

where p1 is the HEP of detection, p2 is the HEP of diagnosis,
and p3 is the HEP of action.
Because the detection procedure is time-related, the HEP
of detection is assessed by the HCR model. In the HCR
model, we find the following formula to evaluate the HEP
of detection:
p1 = e−{

t/T1/2 −γ
α

β

}

(14)
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Table VIII: PSFs of each subject

The HEPs of diagnosis and action are
pF
pC + pF
p3 = pN
p2 =

(15)

where pC is the rate of correct detection, pF is the rate of
false detection, and pN is the rate of non-detection.
In the experiment, t = 120s (each failure lasts 2 minutes),
T1/2 , n = 30s (we suppose that the average time that an
expert detects failures is 30 seconds). Because our experiment
is based particularly on the skill and the knowledge, we use
the average values from the second and fourth rows in Table II
as the values of α, β, γ in our model: α = 0.599, β = 1, and
γ = 0.6.
Table VI: Parameters and execution time of each subject
Subject 1
k1 = 0
k2 = 0.28
k3 = 0
T1/2 = 38.4s

Subject 2
k1 = 0.44
k2 = 0.28
k3 = 0
T1/2 = 55.3s

Subject 3
k1 = −0.22
k2 = 0.28
k3 = 0
T1/2 = 30.0s

Subject 4
k1 = 0
k2 = 0.28
k3 = 0
T1/2 = 38.4s

Subject 5
k1 = 0.44
k2 = 0.28
k3 = 0
T1/2 = 55.3s

Table VI lists the parameters k1, k2, k3 and the response
time T1/2 calculated by equation (2) for each subject. Table VII gives the HEP of each subject obtained by the
THERP + HCR model. Because all the subjects are not experts
in railway systems, their HEPs are relatively high in this
experiment. As the HEPs are too high for railway systems,
a real expert will be invited to do the experiment.
Table VII: HEP of each subject obtained by the THERP +
HCR model
ScenarioHEP of detectionHEP of diagnosisHEP of actionHEP
Mean HEP
S1_1 p1 =0.0148
p2 =0.25
p3 =0.2
HEP =0.4648
S1_2 p1 =0.0148
p2 =0
p3 =0
HEP =0.0148
S1_3 p1 =0.0148
p2 =0
p3 =0.2
HEP =0.2148
S1_4 p1 =0.0148
p2 =0.1111
p3 =0.1
HEP =0.2259HEPS1 =0.2301
S2_1 p1 =0.0727
p2 =0.165
p3 =0.455
HEP =0.6927
S2_2 p1 =0.0727
p2 =0.2
p3 =0.545
HEP =0.8177
S2_3 p1 =0.0727
p2 =0
p3 =0.3
HEP =0.3727
S2_4 p1 =0.0727
p2 =0
p3 =0.2
HEP =0.2727HEPS2 =0.5390
S3_1 p1 =0.0034
p2 =0.1112
p3 =0.182
HEP =0.2966
S3_2 p1 =0.0034
p2 =0.1112
p3 =0.182
HEP =0.2966
S3_3 p1 =0.0034
p2 =0
p3 =0.1
HEP =0.1034
S3_4 p1 =0.0034
p2 =0.1252
p3 =0.273
HEP =0.4016HEPS3 =0.2746
S4_1 p1 =0.0148
p2 =0.1252
p3 =0.273
HEP =0.413
S4_2 p1 =0.0148
p2 =0
p3 =0.3
HEP =0.3148
S4_3 p1 =0.0148
p2 =0
p3 =0.2
HEP =0.2148
S4_4 p1 =0.0148
p2 =0
p3 =0.1
HEP =0.1148HEPS4 =0.2644
S5_1 p1 =0.0727
p2 =0
p3 =0.4
HEP =0.4727
S5_2 p1 =0.0727
p2 =0
p3 =0.4
HEP =0.4727
S5_3 p1 =0.0727
p2 =0
p3 =0.3
HEP =0.3727
S5_4 p1 =0.0727
p2 =0.1111
p3 =0.2
HEP =0.3838HEPS5 =0.4255

E. Analysis of the result by the THERP + SPAR-H model
In this subsection, we use another classical HRA model to
analyze the experimental results. The whole task is also broken
down into three subtasks: detection, diagnosis, and action. The
same as the THERP + HCR model, the overall HEP in THERP
+ SPAR-H model is
HEP = p1 + p2 + p3

(16)

where p1 is the HEP of detection, p2 is the HEP of diagnosis,
and p3 is the HEP of action.

Subject 1
Subject 2
Subject 3
Subject 4
Subject 5
Nominal
Nominal
Extra
Nominal
Nominal
Nominal
Nominal
Nominal
Nominal
Nominal
Nominal(1,2) Nominal(1,2) Nominal(1,2) Nominal(1,2) Nominal(1,2)
Moderately(3,4)Moderately(3,4)Moderately(3,4)Moderately(3,4)Moderately(3,4)
Experience/trainingNominal
Low
High
Nominal
Low
Procedures
Nominal
Nominal
Nominal
Nominal
Nominal
Ergonomics/HMI Nominal
Nominal
Nominal
Nominal
Nominal
Fitness for duty Nominal
Nominal
Nominal(1,2,3) Nominal(3,4) Nominal
Degraded(4) Degraded(1,2)
Work processes
Nominal
Nominal
Nominal
Nominal
Nominal
Available time
Stressors
Complexity

Table IX: HEP of each subject obtained by the THERP +
SPAR-H model
ScenarioHEP of detectionHEP of diagnosisHEP of actioinHEP
Mean HEP
S1_1 p1 =0.2
p2 =0.01
p3 =0.001
HEP =0.211
S1_2 p1 =0
p2 =0.01
p3 =0.001
HEP =0.011
S1_3 p1 =0.2
p2 =0.02
p3 =0.002
HEP =0.222
S1_4 p1 =0.1
p2 =0.02
p3 =0.002
HEP =0.122 HEPS1 =0.1415
S2_1 p1 =0.455
p2 =0.03
p3 =0.003
HEP =0.488
S2_2 p1 =0.545
p2 =0.03
p3 =0.003
HEP =0.578
S2_3 p1 =0.3
p2 =0.06
p3 =0.006
HEP =0.366
S2_4 p1 =0.2
p2 =0.06
p3 =0.006
HEP =0.266 HEPS2 =0.4245
S3_1 p1 =0.182
p2 =0.0005
p3 =0.00005 HEP =0.18255
S3_2 p1 =0.182
p2 =0.0005
p3 =0.00005 HEP =0.18255
S3_3 p1 =0.1
p2 =0.001
p3 =0.0001
HEP =0.1011
S3_4 p1 =0.273
p2 =0.005
p3 =0.0005
HEP =0.2785 HEPS3 =0.1862
S4_1 p1 =0.273
p2 =0.05
p3 =0.005
HEP =0.328
S4_2 p1 =0.3
p2 =0.05
p3 =0.005
HEP =0.355
S4_3 p1 =0.2
p2 =0.02
p3 =0.002
HEP =0.222
S4_4 p1 =0.1
p2 =0.02
p3 =0.002
HEP =0.122 HEPS4 =0.2568
S5_1 p1 =0.4
p2 =0.03
p3 =0.003
HEP =0.433
S5_2 p1 =0.4
p2 =0.03
p3 =0.003
HEP =0.433
S5_3 p1 =0.3
p2 =0.06
p3 =0.006
HEP =0.366
S5_4 p1 =0.2
p2 =0.06
p3 =0.006
HEP =0.266 HEPS5 =0.3745

In this model, the HEP of detection reflects the probability
that an operator does not detect a failure. Thus, it is computed
by
p1 = pN

(17)

where pN is the rate of non-detection.
The SPAR-H model is used to evaluate the HEPs of diagnosis and action influenced by contextual elements. According
to equation (3), we have
p2 = N HEPdiag × P SFcomposite

(18)

p3 = N HEPaction × P SFcomposite

(19)

where N HEPdiag = 0.01, N HEPaction = 0.001. Table VIII
shows all the PSFs and their levels of each subject in 4
scenarii. For certain PSFs, a subject may have different levels
in the 4 scenarii. The corresponding number of scenario is
given in the parentheses after the level. Table IX gives the HEP
of each subject obtained by the THERP + SPAR-H model.
Because all the subjects are not experts in railway systems,
their HEPs are relatively high in this experiment.

Human
m1
Knowledge

Fatigue

Workload

Experience

m2

m3

m4

m5

Figure 11: Valuation network of human operator.
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Knowledge

Fatigue

Workload

Experience

Human

Table X: Structure function of m1

1
1
1
1
0
0
0
0
2
2
2
2
1
1
1
1
0
0
0
0

0
0
0
0
0
0
0
0
0
0
0
1
1
1
0
0
0
0
0
0

0
0
1
1
0
0
1
1
0
0
1
1
0
0
1
1
0
0
1
1

0
1
2
3
0
1
2
3
0
1
2
3
0
1
2
3
0
1
2
3

F
W
W
W
F
F
D
D
D
D
W
F
F
D
W
W
F
F
D
W

F. Analysis of the result by the VBS approach
Figure 11 shows the proposed valuation network of a
human operator. According to the valuation network, 5 variable are selected to model the human operator: the variable
of interest Human, Knowledge, F atigue, W orkload, and
Experience. Their descriptions and frames are given as
follows:
•

•

Human: the state of human operator. The frame of
Human is {0,1,2}. 0 denotes ‘failed’, 1 denotes ‘degraded’, and 2 denotes ‘working’.
Knowledge, F atigue, W orkload, and Experience are
already presented in §IV-A.

There are 5 basic probability assignments. m1 represents the
relationship between all the variables. It is deduced from Table
V. The criteria of this transformation are given as follows:
•
•

•

If Detection time <70 s and Rate of correct detection >
0.8, the state of human operator is working;
If Detection time 6 80 s, Rate of correct detection > 0.7,
and the state of human operator is not working, the state
of human operator is degraded;
If Detection time >80 s or Rate of correct detection <0.7,
the state of human operator is failed.

According to the criteria, the relationship between all variables is represented by the structure function in Table X. If
more subjects conduct the experiment, this structure function
will be more reliable. To express the imprecision about this
structure function, we can set
m1 ({(1, 0, 0, 0, F ), ..., (0, 0, 1, 3, W )}) = 0.8
m1 (Ω) = 0.2
to take the uncertainty about this model into account.
Table XI gives the HEP of each subject obtained by the VBS
method. Because all the subjects are not experts in railway
systems, their HEPs are relatively high in this experiment.
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Table XI: HEP of each subject obtained by the VBS method
Subject P
S1
P (0)=0.166667
P (1)=0.000000
P (2)=0.500000
S2
P (0)=0.333333
P (1)=0.166667
P (2)=0.000000
S3
P (0)=0.055556
P (1)=0.333333
P (2)=0.166667
S4
P (0)=0.200000
P (1)=0.100000
P (2)=0.300000
S5
P (0)=0.333333
P (1)=0.166667
P (2)=0.000000

P
P (0)=0.500000
P (1)=0.333333
P (2)=0.833333
P (0)=0.666667
P (1)=0.666667
P (2)=0.500000
P (0)=0.500000
P (1)=0.777778
P (2)=0.611111
P (0)=0.600000
P (1)=0.500000
P (2)=0.700000
P (0)=0.666667
P (1)=0.666667
P (2)=0.500000

Pignistic probability
Pr(0)=0.277778
Pr(1)=0.111111
Pr(2)=0.611111
Pr(0)=0.444444
Pr(1)=0.361111
Pr(2)=0.194444
Pr(0)=0.203704
Pr(1)=0.481481
Pr(2)=0.314815
Pr(0)=0.333333
Pr(1)=0.233333
Pr(2)=0.433333
Pr(0)=0.444444
Pr(1)=0.361111
Pr(2)=0.194444

HEP

HEPS1 =0.277778

HEPS2 =0.444444

HEPS3 =0.203704

HEPS4 =0.333333

HEPS5 =0.444444

Table XII: HEP of each subject obtained by the two methods
HEPS1
HEPS2
HEPS3
HEPS4
HEPS5

THERP + HCR
0.2301
0.5390
0.2746
0.2644
0.4255

THERP + SPAR-H
0.1415
0.4245
0.1862
0.2568
0.3745

VBS
0.277778
0.444444
0.203704
0.333333
0.444444

G. Comparison
Table XII lists the HEPs of each experimental subject
calculated by the three methods above. Though the results
of the three methods are different, we find some similarities.
The standard deviations of THERP+HCR, THERP+SPARH, and VBS are respectively equal to 0.13, 0.12, and 0.10.
The results shows that VBS presents the smaller variation of
HEP values compared to THERP+HCR and THERP+SPAR-H.
Moreover, the mean values of THERP+HCR, THERP+SPARH, and VBS are respectively equal to 0.34, 0.27 and 0.34.
As we can see the VBS and THERP+HCR provide the same
mean HEP values. We can also conclude that combining
THERP and SPAR-H methods in this case study leads to an
underestimation of HEP. The HEPs of subject 2 and subject
5 are much larger than the HEPs of other subjects. The HEPs
of the other three subjects do not have large difference. This
is because that subject 2 and subject 5 are those who have
inadequate knowledge, while the other three subjects are those
who have medium or adequate knowledge. According to the
result of VBS, the HEP of subject 3 is much lower than the
HEPs of subject 1 and subject 4. In fact, subject 3 is the one
who has adequate knowledge. The other two are those who
have medium knowledge. However, from the results of the
two methods, the HEPs of these three subjects have no big
difference. This proves that, in the VBS method, knowledge
influences largely the HEP of a subject. However, in the other
two methods, when the subjects have medium or adequate
knowledge, knowledge is no longer the factor which has
the biggest influence on HEP, and other factors also become
important.
V. C ONCLUSION AND FUTURE WORKS
The statistics published by the Federal Railroad Administration Office of Safety Analysis [13] show that a large
number of accidents in rail transport are caused by human
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errors. Although human factors are not taken into account
in railway standards defined by the RAMS requirements
such as EN50126 [24], the necessity of taking human errors
into account in railway accidents analysis is an idea widely
accepted by all the experts.
They provide a non-exhaustive list of human factors that
may have an impact on the RAMS parameters of railways
systems. In this paper, an original experimental protocol
which aims to study human reliability in railway systems by
computing the human error probability of human operators,
especially movement inspectors and pointsmen, was proposed.
These experiments were automated using a dynamic analysis
method originally used to verify temporal properties. Further,
this methodology provides the means to compute statistical
information. This ability has been rerouted to populate the
proposed model, during the experiment phase. This protocol
has been used with a simulator in a railway context. But, in our
opinion, this protocol could be adapted to a simulator which
can generate execution traces.
A total of 5 subjects participated in the experimental campaign. Our main objective was to propose a methodology
to evaluate the HEPs according to different HRA models.
Thus, in order to obtain more precise and significantly relevant
results, the industrial users should increase the number of
participants as much as possible.
Moreover, the identification of HFE is a central starting
point of HRA. Indeed, a safety critical situation is linked
to the said HFE in operational conditions. This situation is
identified and subsequently represented as set of one or more
than one PSFs. For this identification from a human factors
study a mapping, which functionally matches the HFE to
a relevant human function, is needed. Non-accomplishment
of this function then represents the HFE. Moreover, for the
quantification of rare events such as human failures managing
uncertainty in data remains an important challenging task
and represents the single most important factor impeding the
development of human reliability indices. Thus, concepts such
as expert elicitation and conditional data, prior probabilities
and combination should be more investigated in HRA models
of railway systems.
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Controller simulator is able to open a train section, define a
journey on a map which synthetizes the network. This map is
displayed on the screen as in figure 14.

Figure 12: The DMI for automated trains

A PPENDIX A
T HE ERTMS SIMULATOR

Figure 13: The DMI for the driver

The ERTMS simulator allows the replay of a given scenario.
A scenario is an illustration of a real situation. The framework
is able to reproduce the railway track including the signalling
systems, the Radio Block Centres (RBC), the trains and the
communications between the RBC and the trains. In addition,
it is possible to command one of the simulated trains as a real
driver.
Figure 13 is a screen of the simulated DMI. The driver is
able to switch on/off the machine, to define the identifier of
the train, the phone number of the RBC, to select the ERTMS
level, to receive the movement authority . . . as in a real train.
The simulator is able to automatically manage up to 10 trains
during a simulation. Each automated train is piloted using
a specific interface presented in figure 12. The Route Map

The strength of this simulator is to provide a real time 3D
simulation of what a driver sees in the cabin. This ability of the
simulator is useful to consider scenarii which may be irreleant
or relevant from the human factor point of view. Indeed the
different systems (RBC and driver cabin) can be spread over
several machines and the dialogues between the driver and the
authority can be reproduced as exactly as possible, as shown
in figure 15.
Finally, one of the needs of this project is to simulate the
limit of the authority of two RBCs. The solution consists in
pairing two simulators across the Network. This system is still
under development and should be used to treat scenarii on a
boarder between two European countries.
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U the until operator. Operators ∧ (and) and ¬ (not) coming
from the propositional logic are sufficient. Indeed, the ∨ (or)
operator is a comfortable operator and can be deduced using
the classic De Morgan laws [2].
p

::= variable
| exp < exp
| exp == exp

When the property is written in regular expression, the
syntax will be:

Figure 14: The Route Map Controller

Figure 15: The 3D rendering

A PPENDIX B
T HE T EMPORAL L ANGUAGE
Our language is an aggregation of two formalisms :linear
temporal logic (LTL) and regular expressions. The syntax of
our language is:

The syntax of an LTL property follows:
φ

::=  φ | φ1 U φ2
| φ1 ∧ φ2 | ¬ φ | ⊥ | > | p

φ, φi are temporal properties and p is a boolean variable or a
comparison of numeric variables,  is the global operator and

seq ::=

(p)list|list

(21)

list ::=

[list of p]

(22)

|

(list of p)

(23)

::= numConst
| variable
| exp + exp | exp - exp
| exp * exp | exp / exp
| exp ÷ exp | exp % exp
| exp &b exp | exp |b exp
| exp ^exp | exp  exp| exp  exp
| - exp
| !b exp
| (exp)

A numConst can be either an integer constant (zConst)
or a rational constant (qConst). Operations are addition,
substraction, multiplication, division (/), euclidian division
(÷), modulo (%), bitwise and (&), bitwise or (|b), bitwise xor
(^), bitwise shift left ( ), bitwise shift right (), opposite
and bitwise negation (!b).
Dedicated operators to access to the meta-data on a variable
have been defined. These operators allow us to :
•
•
•

property ::= φ | reg

(20)

A regular expression is a sequence of p (20). This sequence
can be unique, repeated as much as possible or repeated until
a condition is reached. A sequence can begin immediately at
the beginning of the trace or after an event (21). A sequence
can be stuttered (22) or not (23).
Because some properties requires operations between numeric variables, our dedicated language proposes some basic
operations:
exp

When a scenario is played, all events are timestamped
and recorded in a database as a sequence of states. The
goal is to automatically verify a temporal property on this
trace. Therefore, we propose a methodology based on Runtime
Verification to achieve this goal.

reg ::= seq|seq ∗ |seq + |seq(b)

access the value of a variable before n modifications,
using the past operator ?n
access the time of the modification, using the flag ?T
access the number of modifications, using the flag ?C

Of course, flags and the past operators ?n can be combined if
necessary. For instance, ?2?T refers to the time of a variable
2 modifications ago.
variable ::= CN ameT
| CN ameT ”?” zConst
| CN ameT ”?” f lag
| CN ameT ”?” zConst ”?” f lag
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