
1 

LABEX	MS2T	
Laboratory	of	Excellence		

«	Control	of	Technological	Systems-of-Systems	»	

	 

Mohamed	Sallak	&	Domi/le	Lourdeaux	

  
 ANR-11-IDEX-0004-02 

 

   

www.labexms2t.fr	

MeeBng	of	the	Labex	MS2T	InternaBonal	Advisory	Commitee	
October	20-21,	2016	–	Compiègne,	France	

Exploratory Challenge 
 

RUNESK: Risk modeling and UNcertainty analysis using Evidential  
networks and Semantic Knowledge representations  



					 2	Labex	MS2T	–	Mee,ng	of	the	Labex	MS2T	Interna,onal	Advisory	Commi>ee	-		October	20-21,	2016	

Risk	modeling	and	UNcertainty	analysis	using	Eviden/al		
networks	and	Seman/c	Knowledge	representa/ons		

	

	

 
 

	

 
 

•  Risk assessment methods depend mainly on the risk related information : experts’ 
opinions, likelihood of dangerous events, etc. 

•  Meaning of words used in risk information data plays a major role in the risk studies. 

•  Main disadvantage of quantitative risk analysis methods : lacking a universal vocabulary.
 
•  Definition of a semantic model for a risk assessment analysis will contribute to a more 

realistic risk models. 

Introduction
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Proposition : 1st Objective�
A semantic model: Causality-DL
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the specification of correspondences between vari-
ables can be seen explicitly. The possibility to write
down the model in several ways make it modular.
CAUSALITY-DL can be also used to represent the
chains of causality in a different way of granularity
and different levels of abstraction.

2.1 Basic elements

2.1.1 Events
When an event is realized in the virtual environment,
an instance is related to this event will be automati-
cally created. The relations between two events could
be subsumption relation or causality relation. Sub-
sumption relation between some events represents the
fact that those events are at the same level in the
model. The causality relation tells that the chains of
events and the combinations of some events could
lead to a given event.

Severity in the context of CAUSILITY-DL is ”the
subjective evaluation of the negative consequences of
an event”, and credibility represents the possibility of
an event to occur. Both of these values together allows
us to analyze the risk in the form of a risk matrix.

2.1.2 Barriers
CAUSALITY-DL has an element called barrier which
can be associated to any event meant to prevent the
event from happening or to protect the effect of an
event. We can consider that those barriers can be ac-
tive or passive. Passive barriers relate to the dura-
tive events which occur during some periods of time
(safety glasses, ...). Active barriers relate more to a
combination of some durative events to lead the place-
ment of barriers (activation of an emergency stop, ...).
In case of human barrier the punctual events could be
the action of activation some barriers.

2.1.3 Gates
A link between two events could tell two different in-
formation. It could mean that the source event could
provoke the target event or the source event is a
generalized form of another event. In the model of
CAUSALITY-DL, the links which symbolized by a
black massive arrow tell the first relation which is the
source event may provoke the target event. If a target
event has more than one source events, there must be
a logic gate to tell in what way the source events may
cause the target event to occur. However the other type
of link does not need a logic gate even if there are sev-
eral source events heading to the target event, it is just
means that the target event is a generalized form of
the other events.

2.2 CAUSALITY-DL: A small example

In this example (cf. Figure 1), events are represented
as ellipses and barriers are black rectangles with

event 1

event 2

Barrier 1

event 4

event 3

Figure 1: A Causality-DL representation of a small example

name-tags in a white hexagon. The arrows are the
link which connected all events, there are two types
of links, the one with black arrow and the one with
a white arrow. The black arrowed link tells that one
event can provoke the other, for example the oc-
curence of both event 1 and event 2 provoke event 4.
The gray arrowed link means that an event is a gener-
alized form of another. For example event 4 is a gen-
eralized form of event 3.

3 VALUATION-BASED SYSTEM

Shenoy (?) introduced the VBS as a framework for
representation and reasoning with knowledge under
uncertainty in 1989. The VBS consists of two parts:
a first part concerned with representation of knowl-
edge using variables and valuations, and a second
part concerned with reasoning with knowledge. In-
deed, knowledge is represented by a network of nodes
which represent variables (or objects) of the problem
frame of discernment (for example components of the
studied system) and their states, and links represent
relations between these variables. To deal with a deci-
sion problem, we consider all the important variables
in our problem, and build the corresponding nodes
and links in the network. Then, we assign to each
node a valuation (or function) which describes the
probability to be in each state. In order to reason with
knowledge, we have to draw inferences. There are two
operations in VBS that are used to make inferences:
combination and marginalization. Combination corre-
sponds to the integration of many factors into a joint
model, whereas marginalization corresponds to the
projection of a model to a subset of variables. The
process of reasoning in VBS can be described sim-
ply as finding the marginal of the joint valuation for
each variable in the system. The joint valuation is the
valuation obtained by combining all valuations.

A graphical representation of a VBS is called a val-
uation network (cf. Fig. 2). The variables r, s, and
t are represented by circular nodes, and the valua-

 

•  Additional information: Generalized events, barriers. 
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•  To Computation of probability of variable of interest using 

combination and marginalization. 
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Proposition : 2nd Objective
Traduction to an evidential network

S

m3

X Y

m1 m2

Figure 2: Valuation network of the example.

discernment is œS = {accident, no-accident}. The variable S depends on the

variables X (the weather) and Y (the state of the road). This relationship is

represented by a joint bpa m3. An expert gives the following joint bpa m3 in

order to define the degree of relationships between the variables:

Y
___]

___[

mœX ◊œY ◊œS
3 ({(sunny, good, no-accident), (rainy, bad, accident)}) = 0.75

mœX ◊œY ◊œS
3 ({(rainy, good, accident), (sunny, bad, accident)}) = 0.2

mœX ◊œY ◊œS
3 (œX ◊ œY ◊ œS) = 0.05

Fig. 2 is the valuation network of this example. Three nodes represent the

variables X, Y and S. Three bpas m1, m2, and m3 respectively represent the

bpas assigned to X, Y , and the relationship between X, Y and S.

2.3. Inference in VBS

After constructing the VBS and assigning the bpas of events (variables)

and joint bpas of relationship between events (variables), the probability of the

variable of interest is calculated by the inference. Making inference is to find

marginals for the variables of interest using combination and marginalization

operators.

Let mœ
1 and mœ

2 be normalized valuations induced by distinct pieces of

evidence which are defined over the same frame of discernment �. The valuation

9
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Case study: an oil depot supervision �
 
•  Step 1: Preliminary risk anaysis  
•  Step 2: Representing information using Causality-DL 
•  Step 3: Computing probabilities of dangerous events : Leak, Eye 

Splatering, Fire. 
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Buttons Function
Show the probability To show the probabilities of all nodes

Show the barriers To show the confidence of barriers in every node
Show the severity To show the severity of all nodes

Test the barrier To test what happen if we add another barrier
Add barrier To add new barrier

Show the path To show the critical path
Remove this node To show what are the nodes who will be affected

if one node is removed
Rank the barrier To see the importance of all barriers

Table 4: Functions of the risk analysis tool

Figure 9: The severity of all events

Figure 10: The Risk Matrix

erable and unacceptable. If an event is classified ac-
ceptable, it means that it has no important damage. If
an event is classified considerable, it means that we
still can accept it under some considerations. But if
it is classified unacceptable it means that it is a very
dangerous event. To put them into these category we
set some threshold, if its value in risk matrix is lower
than 0.3 we consider it as “acceptable”, between 0.3
and 0.6 as “considerable” and higher than 0.6 as “un-
acceptable”. The risk matrix’s values of events are
shown in Figure 9 and its representation in Figure 10.
The x coordinate represents the value of probability. It
is always lower than 0.6 because all the events in this
example have a maximum probability value of 0.6.
The y coordinate represents the severity which takes
a value between 0 and 5. The majority of events have
their risk matrix’s value below 0.3 and considered as
acceptable (the green zone). Only one event (Storm)
is considered as considerable (the yellow zone), and
two other events (Ignition source and cigarette light-
ing) are considered as unacceptable (the red zone).

On the other hand, we can also rank the critical
paths of events which lead to an undesired event. For

Figure 11: Critical paths of ”Product Spreading”

Figure 12: effects on barriers

Figure 13: Test all the barriers

example, as shown in Fig. 11, there are 3 paths which
lead to the event “Product Splattering”. In order to
classify the critical paths, we also calculate their oc-
curence probabilities.

Subsequently, we can also show the effect of a bar-
rier on the occurence probability of an event or Acci-
dent (cf. Figure 12). For example, the probability of
having an accident is 0.073, if we have a very strong
barrier that can prevent Fire from happening (event
number 1) the probability of having an accident is
then decrease to 0.05.

This kind of information allows us to answer the ques-
tion of optimal barrier introduction and placement in
order to reduce the occurence probability of a danger-
ous event.
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Case study: an oil depot supervisor  
 

•  Step 3: Testing bariers 
•  Step 4: Decision making 
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Buttons Function
Show the probability To show the probabilities of all nodes

Show the barriers To show the confidence of barriers in every node
Show the severity To show the severity of all nodes

Test the barrier To test what happen if we add another barrier
Add barrier To add new barrier

Show the path To show the critical path
Remove this node To show what are the nodes who will be affected

if one node is removed
Rank the barrier To see the importance of all barriers

Table 4: Functions of the risk analysis tool

Figure 9: The severity of all events

Figure 10: The Risk Matrix

erable and unacceptable. If an event is classified ac-
ceptable, it means that it has no important damage. If
an event is classified considerable, it means that we
still can accept it under some considerations. But if
it is classified unacceptable it means that it is a very
dangerous event. To put them into these category we
set some threshold, if its value in risk matrix is lower
than 0.3 we consider it as “acceptable”, between 0.3
and 0.6 as “considerable” and higher than 0.6 as “un-
acceptable”. The risk matrix’s values of events are
shown in Figure 9 and its representation in Figure 10.
The x coordinate represents the value of probability. It
is always lower than 0.6 because all the events in this
example have a maximum probability value of 0.6.
The y coordinate represents the severity which takes
a value between 0 and 5. The majority of events have
their risk matrix’s value below 0.3 and considered as
acceptable (the green zone). Only one event (Storm)
is considered as considerable (the yellow zone), and
two other events (Ignition source and cigarette light-
ing) are considered as unacceptable (the red zone).

On the other hand, we can also rank the critical
paths of events which lead to an undesired event. For

Figure 11: Critical paths of ”Product Spreading”

Figure 12: effects on barriers

Figure 13: Test all the barriers

example, as shown in Fig. 11, there are 3 paths which
lead to the event “Product Splattering”. In order to
classify the critical paths, we also calculate their oc-
curence probabilities.

Subsequently, we can also show the effect of a bar-
rier on the occurence probability of an event or Acci-
dent (cf. Figure 12). For example, the probability of
having an accident is 0.073, if we have a very strong
barrier that can prevent Fire from happening (event
number 1) the probability of having an accident is
then decrease to 0.05.

This kind of information allows us to answer the ques-
tion of optimal barrier introduction and placement in
order to reduce the occurence probability of a danger-
ous event.
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Preliminary Results & Futur work

•  Two Master thesis (Edwadr Gregorius and Francesco Inamoreti): Definition and 
development of the traduction tool. 

 
•  E. Gregorius, F. Inamoreti, M. Sallak, D. Lourdeaux, A combined semantic and 

quantitative risk analysis approach, European Safety and Reliability Conference, 
Glasgow, 2016.  

•  Formalization of the combined approach. 
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Preliminary Results & Future work
•  Validation of combined approach in virtual environment (improvement of the risk 

analysis model). 
 
•  PhD thesis (Rémi Lacaze) : Combining planning methods and graphical probabilistic 

models (such as Bayesian networks and VBS) for identifying critical situations in 
virtual environments under uncertainty. 

•  More details : https://www.hds.utc.fr/~sallakmo/ 
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